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Program Verification (Classical)

VC 1

Õ
...

PA + S ÝÑ VC i

×
...
VC n

Program P
Specification S
Annotation A
Verification Conditions VC

Problem: only when proving VC , we learn whether P,A, S “match”.
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Soundness of Verification

Program P . . . command
Program semantics [P ] � State � State

Specification S . . . formula
Specification semantics [S ] � State � State

Verification Condition VC . . . formula
Condition semantics [VC ] P ttrue, falseu

[VC ] ñ @s, s 1 P State : [P ]ps, s 1q ñ [S ]ps, s 1q

Both the program P and the specification S denote state relations.
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Program Reasoning (Alternative)

þ

PA ÝÑ F + S ÝÑ F ñ S
×

TC1
. . .
TCn

Annotated program PA

Transition formula F
Specification S
Verification Condition F ñ S
Translation Conditions TC

F represents the “semantic essence” of PA that is open for investigation.
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Example

if (n < 0)
s = -1; F1

else {
var i;
s = 0; F2
i = 1; F3

*
Fs

while (i <= n) {
s = s+i; F4
i = i+1; F5

*
Fb

}F ,T

,//.
//-

Fw

,//////.
//////-

Fv

}

,///////////.
///////////-

Fe

,///////////////.
///////////////-

Fc

F :ô 1 <= var i <= var n+1 and var s = °var i -1
j�1 j

T :� var n - var i + 1

Fc ô rif old n < 0 then var s = -1 else var s =
°old n

j�1 jstsu

The program computes for non-negative n in s the sum from 1 to n.
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Judgments

Core judgment c : rfr sxsg ,h

@s, s 1 P State :
[ g ]^ [ h ]psq ñ
p[ c ]ps, s 1q ñ [ fr ]ps, s 1q ^ @x P Variablezxs : [ x ]psq � [ x ]ps 1qq.

Command c, state relation fr , set of program variables xs ,
state-independent condition g , state condition h.

Derived judgments prepc , fqq � fp and postpc , fpq � fq
@s, s 1 P State : [ g ]^ [ h ]psq ñ p[ fp ]psq ^ [ c ]ps, s 1q ñ [ fq ]ps 1qq

c : rf sxsg ,h
prepc, fqq � @xs : f rxs{var xss ñ fqrxs{old xss

c : rf sxsg ,h
postpc, fpq � Dxs : fprxs{old xss ^ f rxs{old xs, old xs{var xss

A generalization of pre/post-condition reasoning.
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Translation Calculus

e �h t

x = e : rvar x � tstxutrue,h

c : rf sxsg ,h
{var x; c} : rDx : f sxszx

g ,@x : hrx{old xs

c1 : rf1sxsg1,h1
c2 : rf2sxsg2,h2

prepc1, h2q � h3

{c1;c2} : rDys : f1rys{var xss ^ f2rys{old xsssxsg1 ^ g2,h1 ^ h3

e �h fe c1 : rf1sxsg1,h1
c2 : rf2sxsg2,h2

if (e) then c1 else c2 : rif fe then f1 else f2sxsg1 ^ g2,h ^ if fe then h1 else h2

e �h fe c : rfc sxsgc ,hc
g � @xs, ys, zs :

f rxs{old xs, ys{var xss ^ ferys{old xss ^ fc rys{old xs, zs{var xss ñ
hrys{old xss ^ f rxs{old xs, zs{var xss

while (e)f ,t c : rf ^ fervar xs{old xsssxsgc ^ g ,h ^ f rold xs{var xss

Also supports control flow interruptions; another calculus for termination.
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The RISC ProgramExplorer

An integrated program reasoning environment.
Programming language MiniJava.
Theory/specification language in the style of PVS/CVC.
Semi-automatic proving assistant RISC ProofNavigator.

Analysis view (verification tasks).
Type checking conditions.
Statement preconditions.
Loop invariants.
Method frame preservation.
Method termination.
Method postcondition.

Semantics view.
Semantics of a method body.
Pre/post-condition reasoning.

Verification view.
Proof construction and management.
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Questions and Answers

Scalability? Relationship to “Correctness by Construction”?
Based on modularity of analysis and reasoning.

Derivation of state relations from specifications/invariants.
First formulate specifications/invariants of methods/loops.

Programs calling methods/executing loops can be analyzed/verified.
Later develop implementations of method/loop bodies.

Correctness of implementations can be analyzed/verified.

Experience in education? Use beyond education?
“Formal Methods” course since 2005; RISC ProofNavigator since
2007; RISC ProgramExplorer starting in 2011.
Verifying designs/algorithms seems feasible; verifying Java programs
is not (missing language features, general complexity).

Simplification of Transition Relations.
Not only supports human understanding but also simplifies proofs
(simpler quantifier structures, fewer variables, etc).
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Current State and Further Work

Development 2008–2011.
RISC ProofNavigator 2005–2007.

Uses CVCL as a validity checker.

About 140K lines of commented Java code.
July 2011: release candidate.

Tested with various examples.
Manual to be updated.
Use in “Formal Methods” course starting with fall 2011.

Future work:
Simplification of transition relations.
Improvement of proof automation.

http://www.risc.jku.at/research/formal/software/ProgramExplorer

Wolfgang Schreiner http://www.risc.jku.at 40/40


