Reasoning about Programs and Specifications
Wolfgang Schreiner
Wolfgang.Schreiner@risc.uni-linz.ac.at

Research Institute for Symbolic Computation (RISC)
Johannes Kepler University, Linz, Austria
http:/ /www.risc.uni-linz.ac.at

A,
N

Wolfgang Schreiner http://www.risc.uni-linz.ac.at 1/37



7\

1. Introduction

2. A Verification Calculus

3. Specification Properties

4. Program Properties

5. Total Correctness and Recursion

6. The Overall Picture

Wolfgang Schreiner http://www.risc.uni-linz.ac.at 2/37



: S 07N\
Reasoning about Programs/Specifications % /'

Is the program correct with respect to its specification?
Is the program partially correct?
Is the program totally correct?
Which properties does the specification have?
Is it not trivial?
Is it not vacuous?
Is it implementable?
Which properties does the program have?

Which property is required before a command may be executed?
Which property is ensured after a command has been executed?

Pre- and postconditions.
Does the program produce a well-defined result?

Is the poststate not arbitrary?
Is no intermediate state arbitrary?

More questions than just “Is the program correct?”.
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: I 2N,
Programs with Specifications E{

P € Program, M € Method, C € Command, S € Spec, E € Exp, F € Formula,
T € Term, | € Ident, N € Number, Es € Exps, Ms € Methods, Is € Idents.

P:=Ms; S{C}
Ms ::= _| Ms; M.
M ::=method I(ls) S{ C }.

Cu=1=E|I(Es) |var I; C|var I=E; C
| C1;Ca | if (E) C | if (E) G else G
| while (E) C | while (E) C preserves F decreases T.

S i=writesonly /,... requires F; ensures F, advancesif F3; decreases T.

Methods and loops may be annotated by specifications.
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I\
Example 4

quotRem(x,y)
writesonly q, r
requires int(x) /\ int(y) /N x> 0 /\y >0
ensures x = q’*y+r’ /\ 0 <= r’ /\ r’ < y advancesif y > 0
{
q = 0;
r = x;
while (r > y)
q = qtl;
r =r-y
preserves X = q’*y+r’ decreases r

}

writesonly q, T
requires int(a) /\ int(d) /\ a >0 /\b >0

ensures q’ = a /\ r’ = 0 advancesif b > 0
{

quotRem(axb, b)
}
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) 7\
Semantic Framework M

Program P with semantics [P] = (Rp, Cp)

Transition relation Rp C State x State
Progress/termination condition Cp C State.

Discussed in the last presentation.

Specification S with semantics [S] = (Rs, Cs)

writesonly X,... requires P ensures { advancesif T ...
Rs =[(P = Q)x,.]
Frame X, ...

Px,... = P A writesonly X, ...
Precondition P.

Cs=[T]
P implements S iff (Rp = Rs) A (Cs = Cp).
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Transition Rules N

se = C:Sx,.

Command C implements transition relation S with frame X, ...

se € SpecEnv, C € Command,S € Formula, X, ... € Ident.

Soundness claim:
Vs, s' € State, me € MethodEnv :
specifies(se, me) A [C](me)(s,s") = [Sx,..](s,s")
The frame can be extended:
se - C:Sx,.
se F C:(SAY=Y)x,..v
The relation can be weakened:
se B C:55
=S
se F C:Sx,..
To verify that C implements S, apply the calculus “bottom-up” to
compute S’ and then prove that S’ implies S.
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Termination Rules Ny

se FCl T
Command C terminates, if condition T holds.
se € SpecEnv, C € Command, T € Formula.

Soundness claim:

Vs € State, me € MethodEnv :
specifies(se, me) A [C].(me)(s) = [T](s)

First without recursion, later with recursion.

Application to verification of termination condition T:
se FCl T

To verify that C terminates on T, apply the calculus “top-down”.
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Specifications %

SpecEnv := Ident — Spec
Spec := Seq(Ident)? x Formula® x Term

method I(V, ...)
writesonly X, ...
requires R
ensures S
advancesif T
decreases M

5[::(<V}..),<X&..),f?r5,T}Aﬂ)EESpec
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A Verification Calculus \q

E:=such T € Term:
Vve € ValueEnv,s,s' € State : [E](s,s’) = [T](ve)(s,s")

se(1) = ((V,--, (X,...), R,S, T, M)
se - I(E,...) : (AVo € Value,...: (R = S)[E/V,..., Vo/V',.. Dx...

se(l) = ((V,.. ),(X,...),R,S, T", M)
T= TI[E/V,..]
se F IE,..01T

The commands changing variable values.
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A Verification Calculus \q

se
se

C:5.x,..
var 15 C - (G, s € Value - STlo/T, i /T x...

se
se

C | 3l € Value : T[h/I
var [;C | T

T T T T

T

se
se

C:5x,.
var I=E;C : (3/0, I € Value : Iy = EA S[Io//, Il/ll])x’m

T

se C | 3l € Value : I = E[ly/1] A T[h/1]
se b var I=E;C | T

T

The commands introducing local variables.

Wolfgang Schreiner http://www.risc.uni-linz.ac.at 12/37



e 07\
A Verification Calculus \q

se C1 . SlX,...
se C1 . S2X,...
se + Cl;CQZ(ElXoE Value,...:Sl[Xo/X’,...]/\Sg[Xo/X',...])x

T T

goos

se
se
se
se

C1:Sx,___

GlT

G ) 3Xo € Value,...: T[Xo/X,...]AS[Xo/X,. ..., X/X",. ]
G;GILT

T T T

T

Command sequences may need frame extension.
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A Verification Calculus \q

se F C:5x,..
se - if (E) C: (if E then S else readsonly)x ..

se - CL(EAT)
se Hif (E) Cl T

se + C1 : 51)(,.“
se + C2 . 52)(7___
se  if (E) C else G : (if E then S; else S,)x...

se - GL(EAT)
se CzJ,(ﬁE/\ T)
se b if (E) CGielse Gl T

Also conditionals may need frame extension.

Wolfgang Schreiner http://www.risc.uni-linz.ac.at 14/37



7\

A Verification Calculus

se F C:5x,..
se - while (E) C:(—E[X'/X,..]x,..

se F C:5x,.

Inv(l,E,S,(X,...))

se  while (E) C preserves | decreases M :
(I A=E[X"/X,..]Dx,...

Inv(l,E,S,{X,...)) &
IX/X'. A
VX; € Value,...: I[Xy/X',.. ] NE[X1/X,.. JAS[X1/X,...] =1

Tighten the transition relation with the help of a loop invariant.
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e 07\
A Verification Calculus \q

se b C:Sx,.
Inv(l,E,S,(X,...))
se FCl3Xo € Value,...: T[Xo/X,..]AN[Xo/X,....,X/X',..]NE
VX; € Value,...: T AI[X1/X',..]NE(X1/X) =
let m=M[X'/X,..]inmeZAN0O<m<M[X/X,..]
se F while (E) C preserves | decreases M | T

Prove termination with the help of a loop measure.
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e s . Y
Specification Properties °§ {-

(Rs, Cs) = [writesonly X,... requires P ensures Q advancesif T ...]

Is S not trivial?

ds,s' € State : =Rs(s, s').

Fwritesonly X,...=3/,...I' ... . (PA-Q)
Is S not vacuous?

Js,s' € State : Rs(s, s')

3L (P Q)x,
ds € State : Cs(s)
FaL.. T

Is S implementable?

Vs € State : Cs(s) = s’ € State : Rs(s,s’)
Evi...:T=3 ... (P= Q)x,..

These questions can be easily reduced to predicate logic proofs.
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Pre- and Postconditions \q

se € SpecEnv, C € Command, P, Q € Formula

post : Command x Formula — Formula
se - post(C,P) = Q

pre : Command x Formula — Formula
se - pre(C,Q) =P

Soundness claim (for both):

Vs, s' € State, me € MethodEnv :
specifies(se, me) A [C](me)(s,s") A [P](s) = [Q](s")

[PI(s) := TPI(s, 9)

Not necessarily strongest postcondition or weakest precondition.
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Pre- and Postconditions \q

se  post(I=E,P) =3y € Value : P[ly/I| A1 = E[l/I]
se  pre(/=E, Q) = Q[E/I]

se(l) = ((V,..),(X,...),R,S, T, M)
se F post(/(E,...),P) =
IXo € Value,...: P[Xo/X,...]A
(R=S)E/V,..][X/X,....X/X",.. ]

se(l) = ((V,..),(X,...),R,S, T, M)
se b pre(/(E,...),Q) =
VXo € Value,...: (R= S)[E/V,..][X/X',..]=>
Q[Xo/X,...]

The commands changing variable values.
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P d Postconditi 'M E’
re- an ostconaitions
N

se F post(C,3ly € Value : P[ly/1]) = Q

se  post(var /;C,P) =3l € Value: Q[h/I]

se F pre(C,Q[L/N) =P

se + pre(var I;C, Q) = Vly € Value : P[ly/I][I/ k]

se  post(C,3y € Value : P[ly/I] NI = E[l/1]) = Q

se F post(var I=E;C,P) =3h € Value : Q[h/I]

T

se pre(C, Q[h/I]) =P _
se + pre(var I=E;C, Q) = P[E/I][I/h]

The commands introducing local variables.
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Pre- and Postconditions K *
N4

se F post(CG,P)=Q
se F post(G, Q) =R
se post(Ci; G, P) =R
se F pre(G,R)=Q
se - pre(C,Q) =P
se F pre(Ci;G,R)=P

Command sequences.
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Pre- and Postconditions

7\

T

se

post(C,PAE) = Q

se

T

se

post(if (E) C,P) = if E then Q else P

pre(C,Q) = P

T

se

se
se

pre(if (E) C,Q) =if E then P else Q

post(Ci, PAE) = @
post(Go, PA—E) = @,

se

se
se

post(if (E) G else Gy, P) = if E then Q; else @,

pre(Ci, Q) = Py
pre(Ca, Q) = P,

T T T T|T T

se

pre(if (E) C; else G, P) = if E then P; else P,

Conditional commands.
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7\
Pre- and Postconditions W

se F post(while (E) C,P)=-E
se F pre(while (E) C,Q) = false

se - C:5x,..

Inv(l,E,S,(X,...))

P = I[X/X',..]

se F post(while (E) C preserves | measures M, P) =
~EA3Xo € Value,...: P[Xo/X,.. ] AM[Xo/X, ..., X/X", .. ]

se H C:Sx,..

Inv(,E,S,(X,...))

(REA3Xp € Value,...: I[Xo/X,....,.X/X",..]) = Q

se  pre(while (E) C preserves [ measures M, Q) =
1X/x',..]

Loops with and without invariants.
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Z@
Constructing Knowledge Annotations N

Application of the derivation of post-conditions:

Starting with a predicate known to hold on prestate of a command,
every subcommand can be annotated with a predicate that holds on
the prestate of the subcommand.

know : Command x Formula — CommandFormula
se F know(C,P) = (C")F
Soundness claim:
VYme € MethodEnv,s,s' € State :
specifies(se, me) A [C](me)(s,s") A [P](s) =
[(C")FI(me)(s, s')
[(C")P1(me)(s,s") = [CD(me)(s,s") A[PI(s)

C’ is recursively annotated as well.
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Constructing Knowledge Annotations

7\

se F

se F

se +

know(/=E, P) = (I=E)P
know(/(E,...),P)=I(E,...)P

know(C,3ly € Value : P[l/I]) = C’

se +

T

se

know(var /;C, P) = (var /;C')P

know(C,3ly € Value : P[ly/I| Al = E[l/1]) = C’

T

se

se
se
se

know(var /=E;C,P) = (var I=E;C")P

post(Ci, P) = Q
know(Cy, P) = ¢
know(G, Q) = G,

TIT T T

se

Better compute post-conditions and annotations simultaneously.

Wolfgang Schreiner
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Constructing Knowledge Annotations

7\
N

se F know(C,PAE)=C

se F know(if (E) C,P) = (if (E) C')°

se + know(Ci,PAE) = C1

se + know(Go, P A—E) =

se F know(if (E) G else Cg, P) = (if (E) (] else G))F
se F know(C,E) =

se + know(whlle (E) C,P) = (while (E) C")P

se F C:Sx,.

Inv(l,E,S,(X,...))

P=I[X/X',..]

se F know(C,E A3Xp € Value : I[Xo/X,...,X/X',...

se F know(while (E) C preserves/ ...,P) =
(while (E) C' preserves/...)F

Wolfgang Schreiner http://www.risc.uni-linz.ac.at

28/37



7\
Applying Knowledge Annotations Ny

Finding problems in the implementation of a method M.

Precondition checking:
Annotate body of M starting with its precondition.
For every method call 1(...)":
se(l) = ({V,... ) (X,...),R,S, T, M)
Try to prove P = R
(more general: P A writesonly X,... = R A3X',...:=S)
If not possible, warning: “method call may yield arbitrary poststate”.
Termination checking:
Annotate body of M starting with its termination condition.
For every method call I(...)P with
se(l) = ({V,.. ) (X,...),R,S, T, M)
Try to prove P= T
If not possible, warning: “method call may not terminate”.

Successfully proved conditions may be used as lemmas in later proofs of
the partial /total correctness of M.
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Partial Correctness of Programs Ny

0 F Ms:se

se F C: Px,..

F S:Qx,...

P=Q

F partial(Ms; S{ C1})

F writesonly X,... requires R ensures S advancesif T : (R = S)x,...
se F _:se

se - Ms :se
se' - M:se”
se F Ms; M : se”

se F C: Sx,..
se F method /(V,...) writesonly X,...
requires R ensures S advancesif T decreases M :

se[l = ((V,..),(X,..),R,S, T, M)]

Wolfgang Schreiner http://www.risc.uni-linz.ac.at 31/37



7\

Total Correctness without Recursion N

F partial(Ms; S{ C1})
0 - Ms]se

FSLT

se - ClT

F total(Ms; S{ C1})

F writesonly X,... requires R ensures S advancesif T | T
se - .| se

se - Ms | se
s - M| se”
se - Ms; M | se”

se W ClT
se F method /(V,...) writesonly X,...
requires R ensures S advancesif T decreases M |

se[l = ({V,.. ) (X,...),R,S, T, M)]
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Total Correctness with Recursion ’§ (‘
L
0 F Ms:se
se - C: Px,..
FSLT
se W ClT

se b+ recursive(Ms)
F recursive(Ms; S { C})

se + recursive(.)

se bk recursive(Ms)
se F recursive(M)
se  recursive(Ms; M)

se,] H CLTATI=M
se + method /(V,...) writesonly X,...
requires R ensures S advancesif T decreases M|

se[l = ({V,..(X,...),R,S, T, M)]
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Method Calls with Recursion S

methodNumber i) N

Se(lz) = ((Vz, . .), (Xz, . .), Rz, 52, Tz, Mz)
T=> TQ[E/VQ, .. ]

methodNumber(/) < methodNumber (/)
se,h Fh(E,...): T

Se(lg) = ((VQ, .. .), (XQ, .. .)7 RQ,SQ, TQ, Mg)

T = Tz[E/Vz,]

Se(h) = ((Vl, .. .),in, .. .), Rl,Sl, T1, Ml) _
T = |etm=M2[E/V2,...] inmeZAN0O<m<h
se,h Fh(E,...): T

Either the call refers to a method prior in the method sequence or it
decreases the argument measure.
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Various Aspects of Program Reasoning .E {'

Understanding of the program:
Exhibit transition relations implemented by commands.
Exhibit post-conditions established by commands.
Compute pre-conditions for demanded properties at certain points.
Exhibit the various kinds of proof obligations.
Proving the obligations:
Check various properties of the specification.
Triviality, vacuity, implementability.
Failure yields warning.
Establish various properties of the program.
Preconditions and termination conditions of method calls.

Failure yields warning.
Success yields lemmas.

Establish correctness of program with respect to its specification.
Application of the lemmas derived in the previous steps.

A program reasoning environment should support these aspects.
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Next Steps .E {'

Generalization of the calculus.

Methods with results: program expressions may change state.
Control flow breaks: break, continue, return, throw.

Soundness proofs.
Report describing the semantic framework in detail.
Development of a corresponding software environment.

Initially an environment for reasoning about states and commands (not
yet data types, pointer structures, or concurrency).
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