%]
unversiar g | JKU

TNF

Technisch-Naturwissenschaftliche
Fakultat

Remotely Controlling a Mechanical Laboratory
via the Internet

MASTER THESIS

for obtaining the academic title
Master of Science
in

INTERNATIONALER UNIVERSITATSLEHRGANG
INFORMATICS: ENGINEERING & MANAGEMENT

composed at ISI-Hagenberg, Austria

Handed in by:
Ahmad Mohamed Hisham Ismail

Finished on:

5th of July, 2010

Scientific Advisor(s):

A.Univ.-Prof. Dipl.-Ing. Dr. Wolfgang Schreiner

Hagenberg, July 2010



Acknowledgements

I would like to thank Prof. Bruno Buchberger (Dr.phil., Dr.h.c.mult., the
initiator of the JKU International Masters Program in Informatics) for ac-
cepting me in this program and giving me the opportunity to achieve my
Master Degree. Also, I would like to thank Prof. Dr. Slim Abdennadher
(the Study Dean of Engineering Faculties in German University in Cairo)
for recommending this program to me.

I would like also to appreciate all the academic effort by my advisor Prof.
Dr. Wolfgang Schreiner. Starting with refining the project requirements,
recommending a set of courses for me to attend and precisely reviewing
my thesis (many times), his effort is very obvious in achieving my Master
Degree. My sincere appreciation to Mr. Wernick Helmut (the PROFAC-
TOR company representative to me) for his continuous technical support
(hardware) to me.

As for the software technical support, I am grateful to Dipl.-Ing. Michael
Schaffler (the instructor of ” Programming Java EE6” course). In this course,
he presented an overview of the Java EE technology which I chose for the
implementation part of my Master Degree. Also, I am extremely grateful for
Mr. Mostafa Abdel Moniem El Kady (my former team leader) for choosing
me as one of his team members for developing a large scale project. His
continuous support to me taught me many technological and managerial
concepts.

Mrs. Betina Curtis and Mrs. Heba Fouad (the CAO and her assistant)
really helped me a lot with respect to my accommodation in Austria. I am
deeply thankful for their support to me.

I would like to dedicate my thesis to my family who were continuously
encouraging me to achieve this Master Degree.



Abstract

A laboratory is the place where scientific investigations and experiments
are conducted. It has to be equipped with up-to-date devices to allow re-
searchers to perform experiments for testing new ideas. However, having
access to such devices is somehow difficult, not only in terms of cost, but
also in terms of the complexity of building and configuring them appropri-
ately. Therefore, a new trend in computer engineering (Virtual Laboratory)
has evolved which uses the Internet to be able to use devices in remote
places. Using this approach, this thesis investigates a way of controlling a
specific device using MATLAB/Simulink. The usage of MATLAB/Simulink
arose from the existence of a pre-built Simulink model that can control the
real device. In this thesis, a web interface is created to allow remote users to
control the device over the Internet. The backend connection to MATLAB is
also discussed in this thesis. This web interface can be used to evaluate the
experiments performed over the device and automatically generate reports
accordingly.
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Chapter 1

Introduction

Laboratories are the main places in which experiments for new research ideas
are performed. They represent a fundamental part in the educational pro-
cess as well. They can be used by students to achieve practical experience
on already known theories. From this perspective, universities and edu-
cational institutes continuously update their laboratories with up-to-date
devices and capabilities. However, the problem here is that up-to-date de-
vices are (nowadays) costly due to their degree of precision. Costly here not
only refers to money, but also to the technical difficulties of constructing
them appropriately. On the other hand, the evolving technologies in com-
puter science ease the communication between distant computers over the
Internet. Therefore, the solution of building Virtual Laboratories is feasible
now. This means that, while the actual device is in one laboratory, it is
world wide accessible by researchers over the Internet.

Real laboratories require that the researchers have to be inside the labo-
ratory themselves to perform the experiment. Also, they have to interact
directly with the device (which might be difficult or tedious task). On the
other hand, virtual laboratories overcome these limitations and expose to re-
searchers an interface to experiment with the device through it. In this way,
the researchers can remotely access and use the device and many automation
techniques can be applied to minimize the difficult or tedious tasks.

PROFACTOR GmbH [42] is a research company that mainly focuses on
increasing the productivity and the flexibility of manufacturing enterprises
and also on reducing the costs and the risks involved. It provides innovative
solutions and products to its partners. Among its services is the ability to
advance research and technology transfer for small and medium size enter-
prises. Also, it can provide measurements and analysis with state of the



art laboratory equipment and systems. PROFACTOR had constructed a
device to be used in noise control experiments. The construction of this
device needed sophisticated technical experience.

PROFACTOR decided to build a virtual laboratory to enable world wide
researchers experimenting with their device. As the purpose behind the
experiment is education/research, students or researchers are allowed to ex-
periment with the virtual laboratory free of charge. This thesis is mainly
concerned with building the virtual laboratory for PROFACTOR. The vir-
tual laboratory makes use of the Internet as a communication channel be-
tween researchers and the real device.

The results achieved by this thesis are basically the server side controller that
communicates with the real device (input and output) and a web interface
that enables researchers to experiment easily. The project is concerned with
delivering experiment’s data to and from the real device. These data define
how the noise is controlled by the experiment. This thesis discusses how
the virtual laboratory was designed and implemented and not how noise is
controlled by the device nor how the device itself operates.

The project enables world wide researchers to experiment with the real de-
vice as if they were in the laboratory themselves. The web interface imple-
mented as part in this project allows the researchers to input the experi-
ment’s data (different input methods are presented and the researcher selects
the one he wants to use) and start the experiment. Since the physical nature
of the real device does not permit experiments to be performed simultane-
ously, the experiments are queued and executed one-by-one in the order of
arrival. After a successful experiment, a report is generated that details the
device usage and the experiment outcome and is sent to the researcher via
email. For privacy reasons, the data submitted by the researcher are deleted
after the experiment has finished.

This thesis consists of eight chapters (including this introduction chapter
and a conclusion one). Chapter 2 ”The Profactor Laboratory” discusses the
real device in more details. The aim of this discussion is to formally specify
the requirements of the virtual laboratory and the expectation on the results
of the project. Chapter 3 ”State of the Art” is a literature review about
similar projects already implemented previously. It shows a detailed view on
four virtual laboratories and concludes with a discussion about the similar-
ities between them and how this project can benefit from their experiences.
Also, a discussion about the most popular web development frameworks is
presented. In Chapters 4 and 5, the exact architecture implemented in this
project is documented. These chapters are self-contained, that is all the
technologies used are briefly discussed before the presentation of how are



they applied. Chapter 4 is concerned with the backend while Chapter 5
is concerned with the user interface. Chapter 6 ” Additional Features” in-
troduces some of the additional features that were not part of the original
requirements specification but were implemented to have a more beneficial
system. Finally, Chapter 7 ” Typical Usage Scenario” highlights a complete
system usage scenario in which each page in the web interface is visited and
its usage is shown.



Chapter 2

The Profactor Laboratory

The department ”Mechatronic Systems and Components” in the company
Profactor [42] focuses on ”Active Systems”. Active Systems are defined as
systems that contain sensors and actuators and react to changing conditions
to enhance the overall performance of the mechanical construction. Active
systems are used in many application domains such as noise and vibration
control, structural health monitoring and energy harvesting. This thesis is
concerned with active systems used in noise and vibration control.

Experimentally, it was shown that the main source of audible noise in a car
(or in a passenger cabin in general) comes from vibrations in the mechanical
structure in the body of the car. These (low frequency) vibrations are nor-
mally excited by the engine itself and then get amplified by the mechanical
structure. Therefore, in order to provide a noise-free environment, it was
suggested to use a counter vibration produced in a controlled way to over-
come those coming from the engine and subsequently provide the desired
noise-free environment.

To achieve this goal, the solution is composed of four components. The first
is some Piezo-electric devices to actually produce the vibrations (such as
Piezo-Stacks and Piezo-Patches). The second is some sensors to measure the
current vibrations at a specific positions. The third component is the control
algorithm, which can be seen as the function that maps between the readings
got from the sensors and the signals sent to the Piezo-electric devices to
achieve the minimum noise possible. The fourth component is the electronics
part which includes the DSP boards, signal conditioning electronics and
power electronics. The main challenging component in this solution is the
third one (the control algorithm).



2.1 Terminology

Here is a list that defines common keywords to be used directly afterwards.

e Disturbance Signal:

This is the signal that is generated by the device (e.g. car engine).
The main goal of the experiment is to overcome this kind of signals.

e S-Function:

It is a computer language description of a Simulink block written in
MATLAB, C, C++, or Fortran. The MATLAB interpreter can auto-
matically load and execute it.

2.2 Current Situation

Profactor has already built a testing environment with a sample mechanical
structure. It resides in the company’s laboratory (Figure 2.1). At the hard-
ware level, this device is composed of a disturbance patch unit (Figure 2.2)
that provides some vibrations (resembling the engine of a car) and an actua-
tor patch unit that provides the counter vibrations required to eliminate the
noise resulted by the vibrations produced by the disturbance patch. These
units are actually piezo-electric patches. The testing environment also has a
sensor to be used to read the current vibrations in the mechanical structure.
The actuator patch unit and the sensor are shown in Figure 2.3. They are
connected through a mecha-control system to the server computer by a USB
link. The dSPACE [6] 1104 board is used here as the hardware controller
level to connect the testing environment to the server computer (Figure 2.4).
At the software level, Profactor uses MATLAB/Simulink [12, 13] to exper-
iment with the device. A Simulink scheme was designed and implemented
that makes use of ControlDesk to interact with the dSPACE board. This
scheme contains an s-function block which actually is responsible for the
controlling algorithm.

Currently, the researchers write their control algorithms directly on the PC,
and use MATLAB/Simulink to compile and transfer them to the dSPACE
board. The results are returned back to MATLAB/Simulink and shown to
the researcher.



Figure 2.1: Profactor Vibration Control Device



Figure 2.2: Disturbance Patch Unit

Figure 2.3: Actuator Patch and Sensor Units



Figure 2.4: dSPACE 1104 Device

2.3 Problem

In the course of enhancing the recognition of the Profactor company within
the scientific community of smart and adaptive structures, it was decided to
export their testing environment, i.e. to make it available worldwide for the
purpose of evaluating advanced control algorithms for vibration control. The
main goal to be achieved is to develop an optimal algorithm that overcome
the audible noise.

This thesis is concerned with the creation of a web interface that provides
the functionality of the built testing environment to researchers all over the
world via the Internet. Researchers will be allowed to upload their control
algorithms and evaluate the achieved performance without having direct
access to the environment itself. The lowest level of concern in this project
is the software level MATLAB/Simulink.



2.4 Expected Results

The outcome of this thesis is a fully functional web interface that exports
the functionality of the built testing environment to remote researchers. The
expected functionalities to be available in the web interface are as follows:

1. Manage user accounts (register and login/logout) and keep track of
their profiles (name, address, institution and email).

2. Upload a control algorithm (in the form of a s-function or a compiled
file) or input the equation directly to the website.

The control algorithms to be used can be specified in a form of equation
(to be used by non-MATLAB users). The exact format in both cases
(s-function or direct input) is to be defined.

3. Input the running time interval of the execution (scale of seconds).

The time limit is a configurable item for each user by the administrator.
A default value will be given to all new users.

4. Choose the disturbance signal (already available signals or newly de-
fined ones).

Examples of already available signals are ”white noise” and ”har-

monic” signals. The format for the user-defined signals will be an
ASCII file that consists of two columns ” Time vector” and ”Data vec-
tor”. It describes the data value at each time instant.

5. Ability to start and stop the execution of the control algorithm.

The device is to be scheduled among multiple users so that only one
user has access to the system at a time. This is to be done using
an automatic queue that receives the algorithms to be executed and
executes them one-by-one sequentially.

6. Generate a report about the execution.

The report will be in the form of three columns ” Time”, ” Sensor read-
ing” and ” Actuator value”. It describes the values for the sensor and
the actuator at each time instant. Also a visual display will be gener-
ated (the exact format is to be defined).

7. Send the report back to the user by email.

8. Benchmark the algorithms and keep track of the best performance
value so far.

The performance value here is defined as the amount of reduction of
the noise generated by the disturbance signal measured in decibels.



9. Log the use of the system.
The events to be logged by the system are:

e New user registered.

e New algorithm uploaded.

Algorithm execution started.

Algorithm execution ended.

Execution report emailed to the user.

The rules of data privacy have to be obeyed and therefore the algorithms
must not be stored on the server (they get executed, evaluated and then
deleted). Only the resulting performance measure have to be saved to keep
track of the best algorithm executed so far.

10



Chapter 3

State of the Art

In this chapter, we briefly describe four projects that were implemented
previously and that are in the same scope of the project of this thesis. In
every project, the motivation to the project, the requirements of the soft-
ware system, the architecture of software communication, and the hardware
specifications will be highlighted. Also, we discuss about some of the cur-
rently popular web application frameworks. Finally, a conclusion section is
presented to show how can we benefit from these previous projects in the
current project.

3.1 Remote Laboratory

The Remote Library is a project that is widely used in the academic field [4].
The goal of the project is to give remote students full control to the labo-
ratory equipments as if they were actually directly using it. The Remote
Library saves the equipment used (since there is no direct interaction), the
money and time of remote users (since they don’t have to be present in the
physical laboratory). Furthermore, it should protect the equipment from
malicious code. Mainly, the system is composed of three main blocks, the
laboratory equipment, communication software and teaching software.

The requirements of this project were formulated from different points of
views as follows:

e Technical Requirements:

The equipment has to be reliable so that the maintained time and cost
is minimized. The server software should be able to communicate with

11



the equipment through its data acquisition card and it should provide
full control to the users. Also, the communication between the user
and the server has to be minimized to reduce network traffic.

e Security Requirements:

The software has to synchronize the usage of the equipment between
multiple users. Also, it has to protect the equipment from wrong usage
by the students. Therefore, it was decided not to accept compiled code
so that the software can analyze the submitted algorithms for different
threats.

e Educational Requirements:

Every student is granted a private directory on the server to be able to
save the data files and previous solutions. No other student has access
to this directory. Professors have access to all directories to be able to
mark the solutions.

e Financial Requirements:

The remote students should be able to use the system without buying
any new software. Typically, a web browser should be sufficient to use
the system.

The software for this project was implemented by the authors according
to their requirements. This is because they didn’t find an available com-
mercial product that fulfils all their requirements. They had three choices,
MATLAB/Simulink [12, 13], LabVIEW [11] and Quanser [45].

¢ MATLAB/Simulink:

The MATLAB Web Server Toolbox was used to allow the execution
through network. However, it can not execute remotely written soft-
ware. Therefore the students will not be able to upload their own
algorithms to be executed.

e LabVIEW:

LabVIEW allows the student to remotely configure the parameters
for the algorithm to be executed. However, it also does not accept
remotely written software.

e Quanser:

Quanser was a more powerful solution that uses MATLAB/Simulink
as backend. The problem with it is that it only accepts compiled files
to be executed directly which as shown in the paragraph ”Security

12
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Figure 3.1: Remote Laboratory Architecture (from [4] with permission)

Requirements” above is not allowed. In addition to that, it requires a
license for the server and for each client, which makes it an expensive
solution (breaking the requirements stated in the paragraph ”Financial
Requirements”).

The architecture of this system is shown in Figure 3.1. The software server
is responsible for interpreting the user source code (after passing through a
filter to detect malicious code), executing it, sending the results back. As
for the communication between the server and client, the most efficient way
is to develop a protocol based on TCP/IP [50]. However, it would require
special programs running on both server and client. Another solution is
to develop an HTTP [48] based protocol so that all web browsers would
be used. The authors prefer Java applets [20] as a way of communication
since they only require a compatible browser; therefore it is a portable low-
cost solution. On the other end, the client is presented by a graphical user
interface inside his local web browser upon starting a new session (Figure
3.2). The interface is divided into three frames. The top left frame is where
the user writes his own algorithm to be executed and the bottom left frame
is where the parameters are shown to be edited by the user. The right frame
contains the results of the execution.

The users write their algorithms to be executed in Python [44]. Python
was selected by the authors since it is free and allows to build a restrictive
environment that is able to automatically filter the user code. This feature
solved most of the security problems. Currently, the project restricts the user
code in accessing the equipments and the file system (the private directory of
each student). Another feature of Python is that it is very simple language
to be learnt by the students.

13
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Figure 3.2: Remote Laboratory User Interface (from [4] with permission)

3.2 GeT

The Graphic Environment Tools [3] is a project used to teach robot pro-
gramming to students. It provides high level interface to many robots.
The authors developed an intuitive, visual, object-oriented, multi-robot pro-
gramming language to be used by the students. The student writes his own
algorithm using this common language, chooses a robot in the laboratory
and compiles his algorithm accordingly. The project allows programming,
debugging, simulating and executing algorithms on the available robots in
the laboratory. The execution can be directly seen through a webcam.

The architecture of GeT (Figure 3.3) is simply composed of a web server
(Intel Celeron 400 MHz - 64 MB RAM - 6.4 GB HD) and many servers
where each server is directly connected (via a RS232 link) to a robot using
CGI scripts. The core of the project is written in Java [28]. Therefore, users
only need a web browser that supports Java Applets. The graphical interface
presented to users (Figure 3.4) is divided into three parts, The Program Score
(top area) is where the user can insert the commands for his algorithm, The
Workspace Description (bottom left) includes a graphical description of the
robot and its environment, The Command Icon Repository (bottom right)
contains a set of commands to manage the robot movements. The web
camera is connected on the parallel port and controlled by the Microsoft
NetMeeting Software [17].

Once the user has finished implementing his algorithm using the common
language, he can validate it on a specific robot to be sure that this robot

14
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is capable of executing the algorithm. After the validation process, the
user can simulate the execution of the algorithm in the simulation window
(Figure 3.5). The simulation window allows the user to step in the algorithm
or continuously executing it. Finally, the user compiles the algorithm to the
robot specific language and executes it directly. Accessing the physical robot
is synchronized by a queuing mechanism in the server directly attached to
the robot.

3.3 RECOLAB

The main idea of this project [43] is to provide a general architecture for
an application that is used to control the execution of a physical process.
The chosen platform for this project was MATLAB/Simulink (with some
additional toolboxes). This choice was based on the following reasons:

e It is reliable, well-known and commonly used in teaching control courses.

e It allows real-time execution on a physical system, using a specific
control algorithm.

e Researchers use it as development tool for simulations and real appli-
cations.

The architecture of the project is mainly divided into 2 blocks (Figure 3.6).
The user block (where the users are working) and the remote block (where

16
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Figure 3.6: General Architecture Diagram (from [43] with permission)

the actual system is). On the user block, it is only required to have a web
browser and an internet connection. The server used here is PC Pentium 11
(800 MHz) with 256 MB of RAM. The building blocks of the remote part

HTTP server Apache with PHP configured to use MATLAB Web
Server.

MATLAB web server toolbox to use the mathematical and graphic
capacities of MATLAB in a web page.

MATLAB /Simulink that actually allows the control of the physical
system and production of results.

Real-Time windows target toolbox that provides necessary blocks
for using the data acquisition system in real-time.

Real-Time workshop toolbox that generates C code to be executed
in real-time.

Data acquisition system board with analog and digital 1/0O.

Physical system that consists of DC motor, power amplifier, tachome-
ter, absolute encoder, potentiometer and magnetic break.

The user interface is built using dynamically generated HTML code from
PHP [41] (Figure 3.7). A CGI [49] application is developed to be in charge of
communication between the web server and MATLAB. The user is allowed

17
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to choose which Simulink scheme is executed and whether the execution
will be just simulation or in realtime over the physical system. Also the user
choose the control strategy and its parameters.

The project is open to all users to be used for simulation only. It is considered
as an open teaching tool to be used by any student. However, controlling
the physical system is restricted to validated users. The validation process
is simply implemented in PHP based on username/password authentica-
tion. However, the access to the physical system is done based on a priority
assigned with the username.

The CGI application is used to pass the data from the user interface to
MATLAB and also returns the results to the user interface. This can be
done using the MATLAB web server toolbox. The toolbox is capable of
executing MATLAB functions and directly generate the results in web pages.
However, it can not communicate with the realtime toolboxes to control the
physical system. So it is only used to get the data from the user interface
and pass it to MATLAB.

The application life cycle is as follows:

1. The user connects to the application, chooses whether it is simulation
or real-time execution and adjusts the parameters.

2. The MATLAB web server collects all the input data from user.

3. The MATLAB web server stores the data in a .mat file which is syn-
chronized between multiple concurrent users.
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4. The Main CGI application executes the request and monitors any
problem that might happen. It also synchronizes the running MAT-
LAB sessions (simulation or real-time execution).

5. PHP collects all the results and produce HTML page to be sent to user.
The .mat file is also available for the user to download and analyze.

A final note on this project is that it can only have one realtime execution
at a time (since it is connected to one physical system). However, it can
run multiple simulation executions concurrently. Therefore, users are en-
couraged to use the simulation for experimenting before using the real-time
execution.

3.4 Java-Based Distance Education

The ”Java-Based Distance Education” project [46] was developed for the
”University of Hagen” in Germany. This university heavily depends on dis-
tance teaching methods. The courseware is provided through the Internet
using simulation interfaces, animations and support from other online learn-
ers. Video-conferencing is used for seminars and examinations. However,
the laboratory experimentations were inconvenient as the physical presence
of the student in the laboratory was required to perform the experiment.
Two solutions were proposed for this problem, the use of virtual experi-
ments (simulation techniques) and the remote control of actual devices used
in the experiment. The second solution was preferred since expensive de-
vices can be shared between universities using this way and thus increase
the laboratory resources.

An important requirement in this project is that the remote user should get
the feeling that he is in the real laboratory performing the experiment. So,
it was decided to provide a video and audio broadcast so that the user can
monitor the execution of his algorithm live. As expected, the real devices
can only be used by one student at a time. Therefore a synchronization
system have to be developed. Beside this, a booking system should allow
the students to book the devices for a certain time period that is most
suitable for them. On the server side, it is required that the real laboratory
is secure. Therefore, all the user commands sent to the server should be
filtered before actual execution to exclude all the commands that can cause
damage. For evaluation purposes, all the communication between user and
server will be saved on the server. On the client side, the users should be
able to use the project without requiring additional software to be installed.
Thus, the project should allow the use of free client software to use it.
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Figure 3.8: Communication Structure (from [46] with permission)

The project is designed as client/server architecture that is mainly developed
in Java (Figure 3.8). Students can use any web browser (on any platform)
that supports Java. Thus, there is no need for new software on the client side.
The browser requests Java applets from the server and starts executing them.
A main feature of the system is that it is modular such that additions of new
features can be easily implemented and plugged into the system. Also, using
the Java applets allowed easy upgrades of the controller software without
interruption of the user. This is because the user browser is requesting
the last version of the applet on the server and executes it. Finally, the
project is designed to be generic, that is it can be used with any experiment
(independently of the device).

The access management system is also implemented in Java and can be
executed in the web browser. It consists of an administrator view and a
schedular view for the students (Figure 3.9). The administrator can easily
manage user accounts (create and/or delete them). He can also manage time
quotas for different experiments. Logging messages can be easily interpreted
in the administrator view. For each experiment, some preparations might
be necessary before actual experiment. The student can easily download
and do these preparations. These preparations are then submitted to the
teacher who reviews them and accordingly opens the schedular view for the
student to choose a suitable time to perform the actual experiment.

To start the experiment, the student connects to the server through the web
browser. The server then replies with two Java applets (Figure 3.10). The
applets in the left side receives the video and audio stream from the labo-
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Figure 3.10: User Interface (from [46] with permission)

ratory. This is done using the JMF (Java Media Framework) API [36] for
using multimedia in Java applets. The other applet controls the experiment
itself. This applet simply start an authentication mechanism to validate
the user (using username and password). After that, the applet shows the
remaining time allocated for this experiment (after which the connection is
terminated). Now, the user can send his commands and configuration to
the server through data telegrams to be executed. The actual design of the
applet is specific to the experiment, that is every experiment has its own
design but all of the applets share a common framework.

The server software written in Java uses the JDBC' (Java DataBase Con-
nectivity) [29] standard to access the database. mSQL [51] is used as the
database engine. mSQL and its access API mSQL-JDBC are freely available
for non-commercial use. The database schema is simply composed of three
tables: The accounts table to store username, password, time quota and an
administrator flag. The logging table stores the messages that describes the
usage of the project, time of occupance and id of source module. The last
table is The schedule table that stores the bookings of the students to the
actual devices in the laboratory to have time to perform the experiments.
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3.5 Web Application Frameworks

Web Application Frameworks are the tools to build a web interface. They
aim to facilitate the common tasks associated in web development. Common
tasks include accessing databases, software components (for code re-use) and
session management. The frameworks differ in the functionalities that can
be implemented and in the ease of developing. This is always a compromise
for each framework to decide upon.

The most widely used framework in business domain is Java EE (Enter-
prise Edition) [24]. This is because it achieved a good balance with the
two extremes discussed previously. From one side, the functionalities to be
implemented are not restricted since the developing language used is pure
Java. Any desired function can be either implemented directly in Java or
be implemented in C/C++ and be imported using JNI (Java Native Inter-
face) [26]. Of course, this results in much more code to be written which
decreases the ease of development. However, Java EE is used in a modular
way, that is the architecture is usually based on the concept of re-usable com-
ponents (modules). Another reason for the wide spread of Java EE is that
it is designed according to standard specifications organized by JCP [35].
Furthermore, the fact that Java uses a virtual machine results in a platform
independent solution. The last two reasons result in allowing Java EE to
be compatible with many other frameworks making it ideal for integrating
large projects together to form one enterprise solution.

Another widely used framework is ASP.NET by Microsoft [16]. Its popu-
larity come from the relatively ease of development. Many functionalities
can be implemented easily by following wizards in the development envi-
ronment. Of course, this is very convenient for un-experienced developers.
Also, professional developers can use ASP.NET to produce web applications
with much less effort and time. On the other hand, due to this simplicity
of development, some of executable code is hidden from the developer and
therefore can not be controlled. This might be a problem if the developer
is a professional and knows how to do a certain task but is unable to do
it because he has no control over some of the code. Another advantage of
ASP.NET is that it is built on CLR (Common Language Runtime) [15].
This allows ASP.NET to use code written in many languages (C++, C#,
J#, VB, etc).

PHP [41] is also widely used as a general purpose scripting language. It is
used to produce dynamic web pages by embedding PHP code inside HTML
documents. The resultant mix of PHP and HTML is interpreted by a PHP
processor module hosted by a web server to produce a web page. The main
advantage of PHP is its simplicity of learning and code reading. Also, it does
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not require any sophisticated environment to execute in (just a processor
module). However, a big problem with PHP is that it is weakly typed, that
is no explicit variable type declaration is required. This usually increases the
probability of software bugs and unexpected behaviors. Also, PHP allows
security policies to be configured. However, this is not straightforward and
needs experts in security field. This is usually underestimated by the obvious
simplicity of PHP code.

Many more web application frameworks are used in different projects. Among
these frameworks, Ruby on Rails [47] which is mainly used in rapid devel-
opments, Django [5] is written in Python and aims at simplifying the devel-
opment of large database driven web interfaces and Flex [1] which targets
RIA (Rich Internet Applications). It is very difficult to claim that a par-
ticular framework is absolutely better than all other frameworks. This is
because every framework has its own advantages and its own power. It is
the role of the software designers to chose (and may be combine) the suitable
frameworks according to the requirements of the project to be developed.

3.6 Conclusion

For the presented projects, it is clear that all share some basic requirements.
For example, all of them require that safety of the real device is of extreme
importance. Also, synchronization between multiple users is an issue to
be considered once the device will be controlled over the Internet. On the
client side, it is of advantage if the user can directly use the project without
installing any further software (that is it should be of no cost to the users).
Not surprisingly, all these requirements have been discussed in the envisioned
system to be implemented. In addition to that, some requirements are
project-specific.

From the architecture point of view, it is also clear that all of the presented
projects have nearly the same architecture, that is, they are composed of
two main parts, a server side and a client side. The server side should handle
the requests and through some logical layer format a proper response. A
database is used to persist the data (user accounts, logging information, ...)
by different users. There is a controller with data acquisition board used
to directly control the physical device. On the client side, a standard web
browser is used to control the experiment. The user is presented with an
easy to use interface to configure the necessary parameters and control the
experiment. To get the feeling of actual presence in the laboratory, a video
and audio stream might be used. After finishing the experiment, the user is
then presented with the results data gathered during the experiment. The
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format of the output varies between simple reports and complex graphs that
analyze the execution.

25



Chapter 4

Website Backend

In this chapter, we discuss the architecture of the system backend. The
lowest level of concern to this project is the Simulink scheme used to control
the real device. The architectural layers starting from this level and up to the
software level that provides the functionality services composes the system
backend. All the software components required in this system are presented
here along with a brief description of the applied technologies. The chapter
starts with the deployment architecture diagram for the whole system. Next,
we present the software components that were used as building blocks for
the backend. Finally, a discussion about the exact implementation and the
connection of these building blocks is presented.

4.1 General Deployment Architecture

The main aim of this project is to control a single device over the Inter-
net. Therefore, the architecture design of the project is centralized in a
dedicated server computer (Figure 4.1). This server computer is connected
to the Internet to be able to accept user requests. The connection to the
Internet is established through a firewall to limit the unauthorized access
to the server. On the other end, the server is directly connected to the
dSPACE 1104 Board which is capable of controlling input/output ports of
the experimenting device.

The server computer is mainly composed of three building blocks:

e Apache Web Server:
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Figure 4.1: Deployment Diagram

The Apache server [2] is mainly used in serving static content and
dynamic web pages in the Internet. It accepts HT'TP requests and
generates the appropriate responses. A response can consist of a static
page (a single file to be transmitted back to the user) or a dynamic
page (e.g. a PHP page). Apache is an open source software that can be
installed on many operating systems. Its functionality can be extended
using external modules. Examples of these modules are ”"mod_ssl”
and "mod_proxy” for SSL security and proxy support. Requests can
be delegated to another server for being processed and forming the
results (most often HTML pages) to be sent back to the user. In
this project, requests are delegated to the second building block, the
GlassFish Application Server.

GlassFish Application Server:

GlassFish [22] is also an open source Java EE (Enterprise Edition) ap-
plication server. The version used in this project is GlassFish V3 which
is Java EE 6 compliant, that is it fully supports all Java EE related
JSRs (Java Specification Requests). Abstractly, it is responsible for
handling the business logic requirements of the project. In most cases
and in this project, the EJB (Enterprise JavaBean) technology is used
to expose the implementation of these business logic requirements.

Basically, the GlassFish application server hosts two software compo-
nents (namely, ”Web Tier” and ”Business Tier”). Those two compo-
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nents are considered the frontend and the backend (respectively) of the
system. The ”Web Tier” component is the higher level responsible for
the visual interface the user interacts with (it is described in details in
Chapter 5). On the other hand, the ”Business Tier” is the lower level
that provides all the logical functionality in the system (it is described
in details in the following sections in this chapter). The two compo-
nents are connected to each other using a ”controller” sub-component
in the ”Web Tier” component (this design pattern is called "MVC”
which is described in detail in section 4.2).

Another important feature of GlassFish is the support for clustering.
This means that in projects that are expected to have high traffic (a
large number of requests per unit time), the application server can be
installed on many computers and still behave exactly as if it is only
one server (so no request can be lost or delayed). This is usually done
by using load balancers to balance the traffic between servers. This
feature is not used by this project since there is only one device to be
controlled and therefore all the requests have to be queued for exe-
cution. However, it is possible to extend the current architecture (to
have more real devices) and use the installed GlassFish in a clustered
environment without modification to the software design.

¢ MATLAB /Simulink:

MATLAB/Simulink is used in this project to be able to control the
hardware device. A Simulink model is designed such that it can control
the execution of a controller algorithm on the device. The parameters
of this controller algorithm (or the algorithm itself) is sent from the
second building block, the GlassFish Application Server. Next, MAT-
LAB/Simulink uses the ControlDesk to execute the controller algo-
rithm over the dSPACE 1104 board. Finally, the results are gathered
from the dSPACE board and sent back to MATLAB/Simulink which
can be inquired by GlassFish for the results.

A typical scenario in this architecture is as follows:

1. A remote user uses his internet browser to make a request to the server.

2. The Apache web server accepts this request and delegates it to the
GlassFish application server.

3. The GlassFish application server accepts the request using its top com-
ponent "Web Tier”. The appropriate business logic is then executed
in the lower component ”Business Tier”.
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4. The request is then enqueued in the synchronization queue to be exe-
cuted; a response message is generated and sent back to the web server
which in turn sends it to the remote user.

5. In the synchronization queue, a single request is dispatched and sent
to MATLAB/Simulink to be executed.

6. Upon successful execution, the results are inquired from MATLAB
and sent by email to the user.

4.2 Backend Components

The software architecture of this project follows the MVC (Model View
Controller) [23] architecture pattern. The advantage of this architecture is
that it totally isolates the business logic functionalities from the interface.
This allows for independent implementation for both layers and also eases
the injection of new interfaces for the same implementation of the business
logic.

e Model:

The Model layer is responsible for handling all the business logic func-
tionalities for the project. In most cases, it also handles the data inside
databases through a data access layer. The functions implemented in
the Model layer accept input parameters and according to the current
state of the model produce output (and/or modify the state).

e View:

The View Layer is considered as the graphical representation of the
model state. This layer is actually what the user interacts with. It
should keep synchronization with the model state.

e Controller:

The Controller layer is the in-between layer of the Model and the
View layers. It is responsible for accepting events from the View layer
(denoting user interaction) and handling these events by calling the
appropriate methods in the Model layer. This distinction is the actual
cause of why it is possible for MVC pattern to have many views. There
is one model which can be used in various ways according to the events
of the working view.
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Figure 4.2: Simulink Scheme

As it was shown previously in Figure 4.1, the GlassFish Application Server
contains mainly two software components (namely: ”Business Tier” and
”"Web Tier”). The Business Tier component is the implementation of the
Model layer in the previously discussed MVC pattern. The Web Tier com-
ponent implements the View layer as well as the controller layer. Since the
View layer is totally independent from the Model layer and the controller
layer is responsible for connecting them, it is usual to implement the View
and the Controller layers in one software component. This facilitates the
process of updating the interface without changing the business logic func-
tionality which is the main reason of using the MVC architecture pattern.

4.2.1 Simulink Scheme

The virtual laboratory implemented in this project uses MathWorks MAT-
LAB/Simulink [12, 13] to be able to control the real device. Figure 4.2
shows the Simulink scheme used in this project. Mainly, it consists of two
parts, specifically the disturbance signal generator and the controller loop.
The lower part of the scheme shows that a ”Repeating Sequence” unit is
used to generate a disturbance signal. It can be configured by providing a
list of time units and a list of corresponding disturbance value at each time
unit. The lists will be repeated as long the experiment is running (i.e. a
periodic signal is generated). This signal is directly sent to the disturbance
patch unit through the dSPACE 1104 board. On the other hand, the upper
part of the scheme shows the controller loop. The main part here is the ”S-
Function” unit (placed at the center of the bottom part of the loop) which
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can be used to insert the external algorithm to be executed by the model.
The output of this block is the signal to the actuator patch unit. On the
right hand side we have the input to the algorithm as the sensor output
values.

From the user point of view, this model can be configured by providing
the controller algorithm (or only parameters to pre-defined algorithms), the
disturbance signal and the simulation time for the experiment. This is the
aim of the project, to provide a web interface to easily configure the model
and generate an execution report after the simulation finishes. Thus, the
web interface backend should be able to send commands to MATLAB and
receive the results back from it. This is achieved using the ”Java Native
Interface Framework” discussed below.

4.2.1.1 Java Native Interface Framework

The JNI (Java Native Interface (JNI)) [26] is a fundamental technology
that is defined in the standard Java Edition [28] (i.e it is not specific to
Java Enterprise Edition). Java applications run inside a virtual machine
which is responsible of translating the Java bytecode into real instructions
(according to the running platform) to be executed by the real machine.
However, there exist some well-known, reliable and ready to use libraries
written in other languages (mainly C, C++ and assembly). There are also
some functions which are performance critical, such that they should be
written in low level language (e.g. assembly) to be optimized according to
usage. For these reasons, the Java applications require the ability to have a
way of using functions written in other languages and calling them as if they
were written in Java. This is exactly the main aim of the JNI technology,
which defines the interface between Java and other languages. At runtime,
upon detecting a call to a native function, the Java virtual machine is able
to directly execute the required function on the real machine. After native
execution, the control is then returned to the virtual machine to continue
interpreting and executing the remaining Java code.

MathWorks provides a library that can be used to access MATLAB engine
directly [14]. This library exposes an API for C/C++ and Fortran [10]
programs to use MATLAB. Therefore, to use MATLAB from a Java appli-
cation, a component should be implemented that uses the JNI technology
to access the library as C application. To implement a Java interface to this
library (which consists of around ten functions), we use JMatLink, a Java
open source project that uses the JNI technology to wrap the MATLAB
API in three Java classes [18]. Using this project (along with the exposed

31



Handler

-engine: JMatLink
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+ getimageFromMatiab{window : String , width : int, height : int) : Image
+ closeMatlab() : void

Figure 4.3: Handler Class Diagram

library), it is now possible to control MATLAB from a Java application.
This is a list of C functions exposed by the MATLAB library:

e engOpen: Open MATLAB engine

e engClose: Close MATLAB engine

e engGetVariable: Get a variable from the engine workspace
e engPutVariable: Send a variable to the engine workspace

e engEvalString: Evaluate a MATLAB command

¢ engOutputBuffer: Create a buffer to save MATLAB output

¢ engOpenSingleUse: Open a MATLAB engine session for single,
nonshared use

e engGetVisible: Get visibility status of MATLAB engine session

e engSetVisible: Set visibility status of MATLAB engine session

In this project, another layer of abstraction was implemented. This layer is
represented by a Java class "Handler” that manages the session between the
web interface backend and JMatLink (Figure 4.3). All MATLAB code sent
to its engine passes this layer first. It contains a constructor that is called
only one time at the server startup and never got destroyed after that. Also,
it has four methods, two of which are concerned with starting and closing
the MATLAB engine. Another function is used to send a command to
MATLAB; it can be configured to capture the MATLAB’s output of that
command. Finally, the last function handles the request for images from
MATLAB. It keeps track of how many figures are there in MATLAB and
asks MATLAB to send an image for requested window with the given width
and height.
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Figure 4.4: Database Schema Diagram
4.2.2 Persistence Layer

The database used in this project is the MySQL Relational Database Man-
agement System (RDBMS) [34]. It is a stable open source project that is
very popular in the field of web applications. Many large scale applications
(e.g. Wikipedia and Facebook) use it for data storage.

The database scheme of this project is extremely simple (Figure 4.4) because
of the privacy requirements of the project. It is not allowed to store any
data related to the algorithms submitted by the users in the persistence
layer; rather the algorithm is submitted, executed, and then deleted from the
server. According to this, the data in the persistence layer are for managing
purposes only. The scheme mainly consists of two tables ”users” and ”logs”
explained below.

The "users” table keeps track from the registered users in the system. The
details saved for each user are "username”, ”email”, ”address” and ”institu-
tion”. The password for each user is also saved in this table. However, the
password is encrypted using the SHA-2 (Secure Hash Algorithm) [19]. This
algorithm is used to create a message digest which is a condensed represen-
tation of the original message. It is computationally infeasible to retrieve
the original message given the digest one (that is one can not learn the pass-
word from the saved encryption). It is also not possible to find two messages
that produces the same digest (that is with high probability, no two different
passwords result in the same encryption). For each user, the last login date
and the number of performed experiments are saved. These values are used
by the administrator to track the usage to the system. Finally, the best per-
formance value for each user is saved to keep track of the best performance
values achieved by researchers so far.

The ”logs” table is used to keep track of important events in the system.

33



It keeps track of the event name, the occurrence date and the username
responsible of it. The list of important events is:

e New User Registration

e Account Password Reset
e New Experiment Request
e Starting Simulation

e Simulation Finish

e Sending Email

e Email Sent

If there is any problem with any function in the system, then its correspond-
ing event will not be logged in this table. Therefore, it can be easily checked
which function has caused the problem. Only the administrator can see this
table and delete any events he finds old or irrelevant.

4.2.2.1 Java Persistence API

The Java Persistence API (JPA) [27] is a Java framework that facilitates
the usage of a relational database from Java applications. It introduced the
concept of ”Entity Classes” that is considered as the transition between Java
language and the database schema. Java is an object-oriented language, so
it would deal with ”Entity Classes” as ordinary Java classes. Using ap-
propriate configuration, it is possible to map the ”Entity Classes” to the
database schema. Therefore, instance objects of these ”Entity Classes” are
automatically mapped to database rows.

JPA also defined Java Persistence Query Language (JPQL) [37] which is a
query language for the ” Entity Classes”. It is a platform-independent query
language. Implementations for this technology have to convert the query in
JPQL syntax to the appropriate syntax according to which database vendor
is used. As a result, the application is database-independent since it uses
a unified query language (as long as the used implementation supports the
database vendor).

This project has two entity classes (namely, ”PersonEntity” and ”LogEn-
tity” as shown in Figure 4.5) that simply map to the two tables in the
database. JPA allows the use of Java annotations to properly configure the
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BEntity BEntity

@Takle (name = "users") @Takle (name = "logs")

public class PersonEntity implements Serializable { public class LogEntity implements 3erializshle {
BId BId
@Basic (optional = false) @Basic (optional = false)
BColumn (name = "id") BColumn (name = "id")
private Integer id; private Integer id;
@Basic (optional = false) @Basic (optional = false)
BColuwmniname = "login usernsme”) BColumnname = "usern=zme")
private 3tring loginUsername; private 3tring username;
@Basic (optional = false) @Basic (optional = false)
BColumnname = "password”) BColumn name = "message")
private 3tring password: private 3tring message;
@Basic (optional = false) @Basic (optional = false)
BColumn (name = "email™) BColwon (name = "event date")
private 3tring email; BTemporal {Temporal Type . TIMES TAMD)
BColumn name = "address") private Date eventDate;
private 3tring address;
BColumn (name = "institution™)

private 3tring institution;
BTemporal {Temporal Type . TIMES TAMD)
BColwoniname = "last login')
private Date lastloging

@Basic (optional = false)
BColwmniname = "experiment nuwmber™)
private int experimentMurber;
@Basic (optional = false)

BColumn (name = "performance’)
private double performance;

Figure 4.5: JPA Entities Classes

mapping between the entity class and the database table (that is the con-
figuration doesn’t have to be added in external file as it was the case with
earlier versions of JPA). These two Java classes are normal Java classes
that are annotated with ”@Entity” annotation. This annotation declares
a class as an ”Entity Class” which is mapped to a database table named
according to the "@Table” annotations. Each class defines its own set of
fields according to the columns in the corresponding database table. The
primary key of each table is mapped to a field using the annotation ”@Id”.
Every column in the table is also mapped to a field in the entity class us-
ing the annotation ”@Column”. Two additional annotations were used in
this project are: ”@Basic(optional=false)” to declare an optional field and
”@Temporal(Temporal Type. TIMESTAMP)” to declare a date/time field.

4.2.3 Synchronization Mechanism

The requirements of this project are that there is only one device to be
controlled and that no two experiments can be performed simultaneously on
the same device. Therefore, there is a need for a synchronization component
to able to queue all the experiments requests and then process them one after
another. The designed synchronization component in this project depends
on the 7 Java Message Service API” discussed in the next section.
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4.2.3.1 Java Message Service API

As part of Java Enterprise Edition technology, the Java Message Service
(JMS) [25] API is defined. The main aim of JMS is to enable Java appli-
cations to create, send, receive, and read messages. This ability eases the
design of distributed systems. It also introduced the idea of asynchronous
communication between software components. Typically, components com-
municate with each other through an interface, i.e. a set of pre-defined
functions. One component would call a function in the interface of another
component and then hold on waiting for the reply from that function. This
way of communication is synchronized. On the other hand, JMS comes
with the ability of unsynchronized communication. That is, one software
component can create a message and send it to a pre-defined location and
then continue execution without waiting for a reply. Software components
that listen to this pre-defined location get notified by the existence of a new
message and accordingly receive, read and analyze its contents and finally
call the appropriate function on their side.

JMS supports two design models, namely, ”point-to-point” and ”publish
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and subscribe”. The point-to-point model (Figure 4.6) uses the one sender
one receiver principle. That is, one sender creates and sends a message to
the queue. Upon receiving the message at the queue, it notifies one of its
receivers clients. At the receiver side, there is a pool of receivers from which
the queue notify one to handle the message. It is not guaranteed which
instance of receivers get notified (it is the task of the used implementation
to optimize the usage). However, it is guaranteed that only one receiver
handles the message and that it is the responsibility of that receiver to
acknowledge the successful handling of the message.

The other model ”publish and subscribe” (Figure 4.7) uses the ”one sender
multiple receivers” principle, which means that the sender (called publisher)
publishes his message on a certain topic. At the same time, the receivers
(called subscribers) subscribe to that topic, declaring that they want to get
messages published in that topic. At the topic side, once it gets a message, it
looks for the subscribed receivers (and who are ready to receive new message)
and sends that message to all of them. An extra feature is that subscribers
that were not ready at the time of publishing a message can configure the
topic to notify them later whenever they are ready.

One final note here is that a receiver (in any of the two models) is a Message
Driven Bean (MDB) [39], that is a Java bean class that is driven by mes-
sages. Usually, MDBs have a very short life cycle. Initially, the instances
do not exist and then whenever needed they are constructed. By definition,
MDBs have to define one method called ”onMessage” which is called upon
receiving a message. Finally, after finishing handling the message, the in-
stance can wait for some time to handle another message or be destroyed,
going back to the initial state ”"do not exist”. The exact behavior is defined
in a configuration file.

As per the requirements of this project (Section 4.2.3), the JMS point-to-
point design model was chosen to be implemented. So, whenever there is an
experiment request submitted on the web interface, it would be validated
and then submitted to the queue. At this point, a reply message would be
sent to the user interface telling that the request was submitted successfully.

On the server side, the queue should notify one instance of MDBs to handle
the request. However, there is a problem that, if there exists two instances
in the pool and the queue got two requests, it would give each request to one
instance and then allow them to execute in parallel. This contradicts the
requirements of the project that there would be only one execution at a time.
As a solution for this problem, the pool is configured to have a maximum
size of only one instance. Now, if the queue got two requests, it would
supply the first to the MDB instance and is not allowed to create another
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<ejh>

<ejb-namexJobsQueus</ejb-—name>

<jndi-name:>** %</ ndi-neme s>

<hean-pool>
<steady-pool-sizes>0</steady-pool-size>
<resize-quantityrl</resize-quantitys
<max-pool-sizexl</maxK-pool-sizes
<pool-idle-timeout-in-seconds>300</pool-idle-timeout—-in-seconds>

</hean-pools

</ ejh>
Figure 4.8: JMS configuration file
@Messagelrivenimappedlame = "*%%", activationConfig = {
BActivationConfigPropertyipropertyMame = "acknowledgelode™, propertyValue = "iuto-acknowledge™),
BActivationConfigPropertyipropertyMame = "destinationType”, propertyValue = "Javax. jms. Cusus")

i8]
public class JobsQueue implements MessagelListener {

public void onMessage (Message message) |
H

BPrelestroy
public void uploadClean() {

H

Figure 4.9: JMS Message Driven Bean

instance to handle the second request. As a result, the second request would
be held in the queue till the instance finishes handling the first request and
then got notified by the second request. If for some time the queue did not
receive any message, then the MDB instance is allowed to be destroyed to
free unused resources. By the next request, it should be created again.

Figure 4.8 shows the current configuration for the queue. It typically defines
that the pool is allowed to be empty at some time when there are no incoming
requests. Then it defines how many instances can be created at once to be
ready for incoming requests (this is configured to be only one instance at a
time). The maximum pool size (that is the maximum number of instances
to live simultaneously) is set to one for the reasons discussed earlier. Finally,
if there are no requests for more than five minutes, that instance should be
destroyed to free some space. It will be created again upon the next request.

Figure 4.9 shows the abstract implementation (more details on implemen-
tation in section 4.3.3.2) of the message driven bean that is used by the
queue to handle requests. It is a normal Java class that is annotated as
”@MessageDriven” to declare that it is a MDB class. It also implements
the optional ”MessageListener” interface to show that the type messages it
is listening to is the JMS messages. As discussed earlier, the MDB class

38



should provide a method called ”onMessage” that is called upon receiving a
message. If the queue did not receive any message for a certain amount of
time (configured to be five minutes), it destroys the MDB instance. How-
ever, just before destroying the instance, it calls a method annotated with
”@PreDestroy” (if it exists) to perform some clean up. It is used here to
clean any temporary uploaded file, if they still exists (sections 4.3.3.2 and
5.1.1). Finally, some optional annotations properties are also used in this
MDB, namely ”acknowledgeMode” which declares that the container should
do the receiver acknowledgement automatically and the ”destinationType”
which specifies the exact type of destination to connect to.

4.2.4 Email Reporting

As per the requirements of this project, the user submits his algorithm for
execution on the server and waits for the results back. The results are
mainly, the MATLAB output for the commands used in execution along
with a detailed report of execution from the device controller. Optionally,
the detailed report may ba visualized in a graph. Finally, the results are
structured in an email and sent to user by email. The JavaMail API (dis-
cussed in next section) is used to send the email.

4.2.4.1 JavaMail API

The JavaMail API [30] is an open-source project provided by Sun. It is very
simple API and very powerful at the same time. The JavaMail API is not
specific to Java Enterprise Edition but is distributed as a standalone library
that can be included in the standard Java. A default implementation of the
well-known protocols: Post Office Protocol (POP3) [8], Simple Mail Transfer
Protocol (SMTP) [9] and Internet Message Access Protocol (IMAP) [7] are
currently supported. In addition to that, the modular design of the JavaMail
guarantees that new protocols can be easily supported by addition of their
implementations as plugins.

The ”Session” class in JavaMail API is considered as its entry point. Ini-
tially, an instance of this class should be obtained. This instance can be
configured to use a specific SMTP provider through its constructor. Also,
if authentication is required (that is the mail provider requires authentica-
tion before usage), it can be passed also to the session instance. Another
feature of the session is that it can be configured in ”"debug” mode in which
it prints the communication messages in details. At this point, it is possible
to create an instance of the "Message” class, i.e. the email itself. It can be
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configured to have recipients of each type ("TO”, ”CC” and "BCC”); also
the "FROM?” field is also configurable. As for the email body, it can vary
between a simple text message to multipart message (with attachments) to
a HTML message. Finally, the ”Transport” class can be used to send the
email. Using this easy to use API, robust email sending is now possible.
Sample 1 shows a basic example code to send an email with attachment.

4.3 Business Tier Architecture

In this section, we discuss the design of the Business Tier Architecture for
this project. Basically, we detail here how the software components discussed
in Section 4.2 were used in this project. From a general perspective view,
we can see the ”Business Tier” as a provider for the set of services of the
project. The services are provided using the concept of ”Session Beans”.
Next, we discuss the ”Entity Manager” that is used by the ”Session Beans”
to query database (Section 4.2.2). Finally, a discussion about the exact
implementation of the provided services is presented.

4.3.1 Session Beans

A fundamental part of the business tier component is the concept of Session
Beans [40]. As it is the case with already discussed beans types, session
beans are normal Java classes with the appropriate annotation. They are
used to implement the business logic functions required by the project. How-
ever, they are implemented as a services; that is a service provided by the
project backend component (business tier). It should be wisely implemented
so that each function in a session bean implements exactly one service pro-
vided by the project and returns the appropriate response. The services
provided by a session bean can be accessed from other components on the
server (locally) and/or from external users (remotely). To define exactly
the appropriate way of calling a function, two interfaces can be defined an-
notated by "@Local” and "@Remote”. Methods signatures defined in an
interface allows those methods to be used either locally, remotely or both
ways.

There are mainly three types of session beans:

e Stateless Session Beans:

The server keeps track of a pool of these session beans instances. When
a user asks for a service from these beans, the server is responsible for
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Sample 1 Simple send email using JavaMail API.

/*
* Properties for the Session object initialization.
*/
Properties props = System.getProperties();
props.put("mail.smtp.host", **x);

/*

* Construct a Session object

*/

Session session = Session.getInstance(props, null);
session.setDebug(true) ;

/*

* Create the message.

*/
Message msg = new MimeMessage(session);
msg.setFrom(new InternetAddress (k%)) ;

msg.setRecipients(Message.RecipientType.TO,
InternetAddress.parse(x**, false));

msg.setRecipients(Message.RecipientType.CC,
InternetAddress.parse(x**, false));

msg.setSubject ("Email Subject");

/*

* Add attachment file.

*/
MimeBodyPart mbpl = new MimeBodyPart();
mbpl.setText ("Email Text: See attachment");
MimeBodyPart mbp2 = new MimeBodyPart() ;
mbp2.attachFile("report.txt");
MimeMultipart mp = new MimeMultipart();
mp . addBodyPart (mbp1) ;
mp . addBodyPart (mbp2) ;
msg.setContent (mp) ;

// send the email
Transport.send(msg) ;
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picking a free instance bean and calls the required service from it,
finally return the response to the user and returning the instance back
to the pool. Upon the next request (either from the same user or from
other user), the same process is executed again which picks a free
instance, calls the service, returns the response to user and returns
the instance to the pool. Thus, it is not guaranteed that calling two
services consecutively result in the same instance bean executing them.
Thus, from design point of-view, no user data should be saved with the
instance. Typically, it is used in simple services that do not depend
on each other. Most session beans used in this project are of type
”Stateless”. Sample 2 shows an example stateless session bean that
implements the service of login of just one user (for simplicity).

Stateful Session Beans:

This type of session beans keeps track the of communication with
the caller. This is accomplished by returning the reference of the
instance used with the user’s first request. This reference (the same
used bean instance) is used in all subsequent requests coming from
that user. Once, the user terminates the communication, the bean is
re-initialized and returned to the pool to be ready to server subsequent
users. A disadvantage of this type is that it can not be called as a web
service, using the Simple Object Access Protocol (SOAP) [53] protocol
for example. This is mainly because SOAP is based on XML to format
the messages and the concept of object references is not defined in it.

Singleton Session Beans:

Another type of session beans is the singleton session bean. This type
is very similar to the stateless session beans in the way it provides the
services. However, as is implied from the name, only one instance is
allowed to be created per application. Therefore, the pool size is just
one instance that is created at the server startup (using the annotation
"@Startup”). Since it is only one instance, it is allowed to share state
between calls (as the stateful session beans). Also, it can be called as
a web service (as the stateless session beans).

In general, session beans are not method reentrant. This means that, no two
threads can execute one method simultaneously. Thread-Safety is guaran-
teed by the server and is totally abstracted from the programmer concerns.
However, this raises a problem with the singleton session beans. Since it is
only one instance, it would become a bottleneck between requests. This is
solved by declaring the required behavior through the annotation ”@QCon-
currencyManagement”. If the specified management is "CONTAINER”,
then it is delegated to the server to handle thread-safety. However, the pro-
grammer can use a ”"@Lock” annotation to improve the performance. This
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Sample 2 Simple Stateless Session Bean.

@Stateless
public class LogInBean implements LogInBeanLocal {

public String logIn(String username, String password) {
String result = "";

if (username.equals("Admin") {

result = "success";
} else {
result = "fail";
}
return result;
}
}
Q@Local

public interface LogInBeanLocal {
public String logIn(String username, String password);

}
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annotation can have value "READ” which means that threads are allowed
to reenter this method concurrently. The annotation can also have value
"WRITE” which means that no other thread should enter any method in
the bean until this (the annotated method) finishes. On the other hand,
another management policy is "BEAN” which specifies that the program-
mer will handle thread-safety himself (using the ”synchronized” keyword for
example).

4.3.2 Entity Manager

In Section 4.2.2.1 ”Java Persistence API”, the concept of ”Entity Classes”
was discussed (Figure 4.5). It was shown that these classes are used to
represent the database tables as Java objects. At this layer, the entity classes
are managed by the Entity Manager [33] which is responsible of creating,
persisting or removing entities from the database. It can also synchronize
entities with the database.

From the point of view of the Entity Manager, an entity class is one of
exactly four states (Figure 4.10):

® new:

Initially, to store a new object in the database, this object should be
created through the regular constructor. After construction, we get
an instance of an entity class in the state "new”, that is not managed
by the entity manager yet.

e managed:

For an instance in the state "new” to be managed by the entity man-
ager, it should be persisted in the database. Thus, ”persist” method
in the entity manager should be called on this instance.
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e detached:

The state ”detached” means that we have a reference to an instance
of an un-managed entity class. However, this instance is not new (it
is persisted in the database). For this reason, it is not possible to call
"persist” method to make a managed instance (would result in the
insertion of new instance). Therefore, for this case, one should use
"merge” method that takes the un-managed instance and returns the
managed one from the database.

e removed:

An instance in the state "managed” can be totally removed from the
database by calling the "remove” method. This results in removing
the instance from the database and declaring the instance to be "re-
moved”. At this moment, a "removed” instance can be re-inserted
into the database as if it is "new” by calling the ”persist” method.

Sample 3 shows an example usage for the Entity Manager. An instance
of the Entity Manager is achieved using the injection mechanism using the
7 @PersistenceContext” annotation. Afterwards, the manager is initialized
and ready to be used directly. In this sample it is first used to add a new
user to the database. The user is constructed normally and is declared to
be in "new” state. Its fields can be handled normally. Calling the persist
method causes it to be saved in the database and the instance itself is now
in "managed” state. The second method is used to delete a method from
the database. The user to be deleted is passed as an argument (in the
"detached” state since it is not "managed” and exists in the database).
Therefore, it should be "managed” before being deleted. This is the job of
the "merge” method. After that, we have a "managed” instance on which
we call "remove” method to delete it from the database. The third method
shows how can one search in the database easily using the entity manager.
Assuming that the user name is his primary key, by simply calling the ”find”
method and passing the class type of the instance and the primary key value,
we receive the "managed” user we were looking for. Finally, the entity
manager can execute any query and return the results. In this example, it
simply returns all users from the database.

A final note about the Entity Manager is that its ability to handle trans-
actions. Transaction deals with some changes to be done in the database.
However, all the changed should be performed or none of them. It is not
allowed to have part of the changes performed and not the rest. This is ex-
actly what the entity manager perform for the programmers automatically.
By starting any service in the session bean, the transaction begins. All the
changes within this method to the database are performed in the scope of
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Sample 3 Simple Usage for the Entity Manager.

@Stateless
public class UserBean implements UserBeanLocal {

Q@PersistenceContext
EntityManager em;

public void addUser O{
User user = new User();
user.setName ("Admin") ;

em.persist (user) ;

public void deleteUser(User user){
User managedUser = em.merge(user);
em.remove (managedUser) ;

public User getUser(String name){
User user = em.find(User.class, name);
return user;

public List<User> getAllUsers() {
Query query = em.createQuery("SELECT u FROM User u");
return query.getResultList();
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Figure 4.11: Business Tier Package Diagram

the begun transaction. However, if any error happened, the transaction is
automatically rolled back to the initial state. Of course, the programmer is
allowed to force his own transaction management policy using the ”@QTrans-
actionAttribute” annotation.

4.3.3 Business Tier Implementation

In this section, the detailed services presented by the business tier are dis-
cussed. The package diagram (Figure 4.11) shows the general design of the
business tier in this project. At its core, there are five sub-packages. Two
of the packages are related to user management services (namely ”mgmt”
and ”admin” sub-packages), and thus are placed in one bigger package. An-
other package deals with the experiment request services. The fourth sub-
package "utils” contains three classes (namely ”LogEntity”, ” EmailSender”
and " PasswordUtils”). The three classes were already discussed before in
sections 4.2.2.1, 4.2.4.1 and 4.2.2 respectively. The last sub-package is the
7 JMatLink” which is also discussed in Section 4.2.1.1. The following sections
will discuss the three sub-packages.
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Figure 4.12: Users Management Services

4.3.3.1 Users Services

The users management services are divided into services special to the ad-
ministrator, services for all other users and login service for both. The
administrator is able to show all the registered users and delete the ac-
count of any user he wants. These two services are performed by using the
methods ”getUsers” and ”deleteUser” respectively. In the same manner,
the administrator is able to see the logged events and delete any of them.
These other two services are performed by using the methods ”getLogs” and
”deletelogs” respectively.

On the other hand, a normal user can request the following services:

o ”editProfile”:

The user passes his username to this service and ask for his profile.
Since the username is unique value among users, it is allowed to search
by username to retrieve the user profile.

o ”saveProfile”:

The ”saveProfile” service performs two different tasks according to the
caller context. It is either used to register a new user account or to
update a user profile. In both cases, the user passes his new profile data
to the service. In case of a user registration, a new ”PersonEntity” is
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created with the passed profile data. The password field is encrypted
(section 4.2.2) before being saved to the database. On the other hand,
in case of an update profile, the old user profile is fetched from the
database. Then, the new profile data replaces the old data. Finally,
since the profile was already fetched from database, it is in "managed”
state. Therefore, the modifications to it are directly persisted in the
database.

”changePassword”:

This service is used to modify the user password. The user should pass
his username, old password and the new password. The username is
used to fetch the user account from the database. The old password is
encrypted and compared to the saved value. Upon successful match,
the new password is encrypted and replaces the old value.

”resetPassword”:

This is similar to the ”changePassword” service. However, the passed
parameters are the username and the email address. The username is
used to fetch the user account from the database. The passed email
address is compared to the saved value in the account. Upon successful
match, a new password is randomly generated and encrypted to replace
the old value. The unencrypted new password is sent to the user via
email.

”getTopUsers”:

This service is used to show the researchers sorted according to their
performance value. It executes a custom query to the database to
fetch the first five results out of all users having positive performance
value ordered descendingly.

”getMyPerformance”:

This is a simple service that given the passed username, it fetches his
performance value only.

Finally, the login service is common to all users. The user passes his user-
name and password to this method. The username is used to fetch the user
account from the database. The password is encrypted and compared to
the saved value. Upon successful match, the method authorizes the sup-
plied username.

4.3.3.2 MATLAB Services

The "matlab::mgmt” sub-package is concerned with the experiment services.
The main entry point to the experiment is through the service ”submitJob”
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Figure 4.13: MATLAB Services

in "MatLabBean”. This service main job is to locate the queue MDB (Sec-
tion 4.2.3) and construct a message for the passed job data. The message
is then send to be enqueued and immediately return reply to the user that
his request was enqueued successfully.

Sample 4 Processing Experiment Request

public void onMessage(Message message) {
// get job data from the message
// create temporary folder to be used in simulation
// if the user uploads a file, move it to temporary folder
// read the external commands file

String output = matLabManagerLocal.execute(code, job);
doReport (attachments, username, userEmail, output);

// delete temporary folder with all its contents

On the queue side, all messages are processed one after another. Sample 4
shows abstractly what is done for each experiment request. First, it dis-
patches the job data from the current message. After this, it starts building
a private environment to be used while simulating the experiment. At this
point, the external commands file is parsed for the MATLAB code to be
executed for this job. The main aim of this file is the ability to modify
the behavior of the experiment at runtime without the need to re-compile
or re-install the web interface (6.2.1). Next, the collected commands along
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with the job data fetched earlier from the message itself are sent to the
"MatLabManager” to be processed. The result from ”"MatLabManager” is
the MATLAB reply for each command sent to it. This is then used to form
the report and send it to the user via email. Finally, the private folder
(that is generated per request and contains all the files used in execution by
request e.g. uploaded files and results images) is deleted along with all its
contents. If some configurable amount of time has passed without having
any messages on the queue, the MDB is deleted. But just before that, it
cleans up any private folder or temporary upload folder (details on upload
folder can be found in Section 5.1.1).

The "MatLabManager” is a singleton session bean (section 4.3.1). It is
constructed right after the server start-up. Initially, a MATLAB session
is opened. Then according to the job data, the relevant code blocks are
processed. A command in a code block contains variable names which should
be replaced by real values coming from the job data. A buffer is used to
store every MATLAB reply to generate a cumulative reply for the whole
job. Furthermore, if the external commands file specifies a scope screen
to be saved, it is the responsibility of the ”"MatLabManager” to ask the
handler for the an image from MATLAB (Section 4.2.1.1). The incoming
images are saved in the private folder created especially for this job. Finally,
the MATLAB session is closed.
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Chapter 5

Website User Interface

In the previous chapter, we discussed the MVC model in details and pre-
sented the architecture of the ”Model” layer. In this chapter, we continue to
describe the remaining two layers (namely, ”"View” and ”Controller”). All
the technologies used in the implementation of the two layers are also dis-
cussed in this chapter. Finally, the chapter concludes with the ” Controller
Layer Implementation” which presents the actual mapping of functionalities
between the user interface ”View” and the backend "Model” layers.

5.1 The View Layer

The view layer is concerned with the interface that the user interacts with.
In general, the view layer can vary between desktop application, applets or
other technologies. However, since this project is concerned with building a
web interface, the chosen interface to be built consists of web pages.

The technology used in this project is the JavaServer Faces 2.0 (JSF) [32].
This is a new technology introduced in the Java Enterprise Edition 6. This
project uses the Facelets [31] framework which is the preferred presentation
technology for JSF projects. It uses "xhtml” documents [54], i.e. it requires
valid XML documents to work correctly. It also supports the Unified Fx-
pression Language [38]. This enables the web pages to be easily connected
to managed beans (Section 5.2.1) in the controller layer.

Figure 5.1 shows the interaction between different web pages in this project.
The default home page for this project is the ”login.xhtml” page. It allows
the user to login to the web interface if he is already a registered user. If
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Figure 5.1: Pages Flow

the user didn’t register for an account before, he is presented with a link to
the registration page ”profile.xhtml”. The registration page either accepts
the new account and returns the user to the ”login.xhtml”, or in case of any
error, it gives him another opportunity to create an account. Also, at the
”login.xhtml” page, if the user is already registered but cannot remember
his account password, he is presented with a link to a page “resetPass-
word.xhtml” to reset the forgotten password. The "resetPassword.xhtml”
page requires the user to enter a valid username along with the registered
email address. In case the given information matches an account in the
database, the backend component generates randomly a new password and
sends it to the user via email. Finally, if the user is the project administrator,
he can provide the username and password for the administrator account,
and the "login.xhtml” page will directly redirect him to the administration
interface.

Once a normal user passes the ”login.xhtml” page, he is redirected to the
”successfulLogin.xhtml” (Figure 5.2). This is considered the most impor-
tant page of the web interface, because it is the page that allows the user
to experiment with the device. In this page, the user can input the ex-
periment parameters and/or upload files. Upon passing an initial screening
process of validating the input data, the user is allowed to submit his al-
gorithm for simulation. Also, the user is able to update his profile through
the ”profile.xhtml” which is already pre-loaded with the saved user profile.
Moreover, the user can change his account password, provided that he knows
the current password (this is extremely recommended to be used after reset
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Figure 5.2: Experiment Page

password, since the new password is randomly generated and difficult to be
memorized).

Some of the pages are open to everyone, i.e. it is not required to login be-
fore visiting them. These pages are ”about.xhtml”, ”description.xhtml” and
”top.xhtml”. The page ”about.xhtml” explains the background information
of the purpose of the experiment. It also discusses the general description of
the experiment device. Finally, it discusses the typical usage of the web in-
terface with the emphasize on the privacy of algorithms submitted by users.
The second open page ”description.xhtml” provides a detailed scientific de-
scription to the experiment. It should be used as a reference material for
researchers for this experiment. Finally, the open page ”top.xhtml” shows
the best five researchers according to performance values achieved by their
submitted algorithms.

A final note about the View Layer is that it the project should have the
same look and feel of the current running web interface. For this reason, the
stylesheets that were used with the old web interface are also used in this
project. This to make sure that the exact styles (colors, elements width,
images, ...) are also applicable in this project. Moreover, to give exactly the
same feeling when using the new interface, it was decided to use exactly the
same header and footer of the old web pages. Therefore, all the web pages
in this project share a common header and footer pages which were already
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used by the old web interface.

5.1.1 PrimeFaces

PrimeFaces [52] is an open source project that provides an extensive set of
presentation component to be used directly in Java Server Faces projects. It
also supports Asynchronous Javascript And XML (AJAX) [55], a technique
that enables developing of dynamic pages by sending asynchronous requests
to the server, get a reply and update the page view without reloading the
whole page. This extremely enhances the usability of the web interface.
Also, the library contains an extensive documentation about every com-
ponent it provides, making it simple to use or even modify a component
according to one requirements.

Mainly, PrimeFaces is used to provide the tabs view in the experiment page
(Figure 5.2). This gives the user the feeling that, for a given section, he
has multiple options to choose one from. Upon choosing a suitable option
for him, he is presented by the corresponding parameters to the selected
view. Upon submitting an experiment, the selected views are used to detect
exactly which parameters to be used in the experiment.

Finally, the PrimeFaces library is also used to provide a way for the user
to upload a file. It provides a simple component to upload a file to the
server. The component can be configured to set an upper bound for the size
of uploaded files and also to upload the files to a temporary folder on the
server to be used later (the uploaded files reside in server memory. If the
total file size exceeds a certain configurable threshold, the files are written
to disk at this temporary folder). Sample 5 shows a basic configuration
for the file upload component. It describes a filter that is provided by the
library to handle the multipart request (from file upload). It then configures
a threshold of 51200 bytes so that any larger files should be saved in the
default temporary folder. Another filter is used (after the multipart filter)
to detect the open pages and those that requires logged in user. It is called
”LoginFilter” and placed in the ”filters” package (more details are provided
in Section 5.2.3).

5.2 The Controller Layer

The Controller layer is the middle layer between the Model layer and the
View layer. It connects the View layer with the corresponding services
offered by the Model layer. As defined by the specifications of JSF, it is
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Sample 5 PrimeFaces File Upload Configuration

<filter>
<filter-name>PrimeFaces FileUpload Filter</filter-name>
<filter-class>
org.primefaces.webapp.filter.FileUploadFilter
</filter-class>
<init-param>
<param-name>thresholdSize</param-name>
<param-value>51200</param-value>
</init-param>
<init-param>
<param-name>uploadDirectory</param-name>
<param-value>***</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>PrimeFaces FileUpload Filter</filter-name>
<servlet-name>Faces Servlet</servlet-name>
</filter-mapping>

also responsible for mapping the values from HTML forms in web pages to
fields in Java classes. This is important as it abstracts much of code that is
typically used without modifications. Having, the entered values in fields in
Java classes also simplifies the validation process.

5.2.1 Managed Beans

The Managed Beans are normal Java classes that are annotated with a
”?@Named” annotation. They are constructed and managed by the server
and can be injected at anytime using the ”@Inject” annotation. Using this
annotation, we can get a reference to an instance of this bean. An important
feature of the managed beans is their scope. Every managed bean should
have a scope in which it is alive. Three scopes are defined, namely ”Re-
questScoped”, ”SessionScoped” and ” ApplicationScoped”. It is clear from
the names that ”RequestScoped” lives only during a request. That is, a
user submits a form, the values are mapped to the corresponding managed
bean. A response is generated and sent to the user. The managed bean
is now useless and should be destroyed. It is then re-constructed with the
next request. In the second scope type ”SessionScoped” beans live longer
than in ”RequestScoped”. This scope type keeps track of the user session

o6



and keeps the submitted values stored in it. If the user re-visits the form he
already submitted, he gets the form pre-loaded with his original values (this
also enhances the usability of the web interface, especially in long forms).
Finally the ” ApplicationScoped” beans are similar to the ”SessionScoped”
but they live for the whole lifetime of the application. They also share data
between users.

Sample 6 Simple Usage to Managed Beans.

@Named ("user"
@SessionScoped
public class User {

private String firstName;
private String lastName;

@Inject
private Order order;

QEJB
UsersBeanl.ocal usersBean;

<h:outputLabel value="First Name"/>
<h:inputText value="#{user.firstName}"/>
<h:outputLabel value="Last Name"/>
<h:inputText value="#{user.lastNamel}"/>

Sample 6 shows a simple example of using a managed bean to map the values
of input elements in the HT'ML forms to the fields in Java classes. Another
managed bean is injected here using the ”@Inject” annotation. The sample
also shows how the managed bean is able to call the session beans in the
Model Layer (Section 4.3.1). This is done using the annotation ”@QEJB”
which can inject an instance of the required interface of the session bean.
This instance can be then called normally to perform its service and return
back to the managed bean.
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5.2.2 Bean Validation

Another important feature defined in the Java Enterprise Edition is the
Bean Validation Framework [21]. The framework supports validation at
different layers. At the presentation layer (View layer), the elements of web
pages can be validated using custom validation elements. Another level of
validation can be at the managed bean itself. Sample 7 shows examples of
both levels of validation. The first example shows the input element should
have a value of length between five and twenty characters to be accepted.
The second example shows the validations at the managed beans. Basically,
it has the same meaning of the first example but at different level. Moreover,
it constrains the age to be within 10 and 70.

Sample 7 Simple Usage to Bean Validation.

<h:inputText id="firstName" value="#{user.firstName}">
<f:validatelength minimum="5" maximum="20" />
</h:inputText>

public class User {
@NotNull
@Size(min=5, max=20)
private String firstName;

@NotNull
OMin(value = 10)
@Max (value = 70)

private Integer age;

In addition to the already defined constraints, the framework defines an
interface ”Validator” to be implemented by any user-defined constraints.
At time of validation, the framework will call the ”validate” method and,
if the method doesn’t throw exception, the input is considered valid. This
custom validation technique is used heavily by this project as follows:

e "HarmonicValidator”: Constrains the values of the Harmonic dis-
turbance signal to be numeric values.

e ”NoiseValidator”: Constrains the values of the White Noise distur-
bance signal to be numeric values.
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e ”"ParamAValidator”: Constrains the input of Parameter A of the
state-space equations to be a square matrix.

e ”ParamBValidator”: Constrains the input of Parameter B of the
state-space equations to be a column vector.

e ”ParamCValidator”: Constrains the input of Parameter C of the
state-space equations to be a row vector.

e ”ParamDValidator”: Constrains the input of Parameter D of the
state-space equations to be a numeric value.

e "PasswordValidator”: Makes sure that the value of the password
field is the same as the value of the confirm password field.

e ”SamplingValidator”: Constrains the input of the Sampling Rate
of the state-space equations to be a numeric value that can divide six.

e ”TimeValidator”: Constraints the input of the Simulation Interval
field to be an integer value less than one minute.

All the validations techniques supported by the framework are able to pro-
vide an appropriate suitable error message to the user. All error messages
are written in one file and can be easily translated to other languages. In
addition to that, every technique has a way of adding a custom message to
the user. The framework also provides a ”message” element to be added in
the web pages that displays the error messages from any level. The ”mes-
sage” element is used to display error messages for a specific input element.
However, the "messages” element is used to collect all other error messages.
Finally, the framework supports accessing the "message” or "messages” el-
ements programmatically and adding any message to them (from managed
beans methods for example).

5.2.3 Controller Layer Implementation

This section details the implementation of the controller layer for this project.
The package diagram (Figure 5.3) shows the general design of the controller
layer. At its core, there are five sub-packages. Two of the packages are
related to user management functionalities (namely "mgmt” and ”admin”
sub-packages), and thus are placed in one bigger package "users”. Another
package deals with the experiment functionalities. The forth sub-package
is just the ”utils” package and it contains nine classes (the detailed usage
of each class were discussed in Section 5.2.2). The last sub-package is the
”filters” which is also discussed in Section 5.1.1. The following sections will
discuss the three sub-packages.
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Figure 5.3: Controller Layer Package Diagram

5.2.3.1 Users Functions

The users functionalities in this web interface are distributed in seven man-
aged beans as shown in Figure 5.4. The first managed bean that is used
by the user is the ”LoginForm” bean. It allows the user to enter his user-
name and password which are mapped to the fields in this bean. The bean
also contains an extra field that informs the user in the case of a wrong
username or password. The HTML form is submitted to the ”loginFunc” in
the ”UsersController” bean. This function simply collects the username and
password from the ”LoginForm” and asks the login service in the backend
to validate them. According to the result, the user is either directed to the
experiment page or receives an error message.

The ”ProfileForm” managed bean is used in two different web pages, namely
the registration page and the update profile page. This is because the sim-
ilarity of the structure of the pages. It keeps track from the user profile
data. In addition to that it has a boolean flag to disable the input element
of the username in case of the update profile (it is not allowed to modify the
username after registration). In a same manner the submit button label is
different in the two pages, it is called ”Save” in the update profile page and
”Register” in the registration page. The HTML form is submitted to the
”saveProfileFunc” in the ”UsersController” bean. This function collects the
profile data and pass ask the save profile service in the backend to register
or update the profile. To have the update profile page preloaded with the
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Figure 5.4: Users Management Functions
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profile values, the function ”editProfileFunc” is used.

Parts of the "ProfileForm” is also used in the change password page and
the reset password page. The change password page uses the fields ”old-
Password” and ”password” to allow the user to modify his account pass-
word. This page submits to ” changePasswordFunc” in the ” UsersController”
bean. On the other hand, the reset password page uses the "userName” and
”email” fields to allow the user to reset his account password to a new ran-
domly generated value. This page submits to ”"resetPasswordFunc” in the
”UsersController” bean.

The "MyTopForm” managed bean is a simple bean used to retrieve the
performance value of the logged in user to display it in the experiment
page. The actual loading of the value is done at the ”myInit” method which
is annotated with ”@PostConstruct” to declare that this method should
be called directly after the constructor finishes. In the same manner, the
”TopForm” managed bean is used to retrieve the list of top researchers
according to their performance values.

For the administrator, the managed bean ” LogsForm” is used to list all the
logged events in the system. The administrator is able to select some events
to be deleted. The selected events are then mapped to the list "selected-
Logs”. Moreover, the number of saved events is shown to the administrator
(to keep track of system usage) and is mapped to the ”size” field. Finally,
whenever the administrator submits the form by clicking on the ”Delete”
button, the ”delete” method is called and all the events that were in the
”selectedLogs” are deleted. In a same manner, the ”UsersForm” managed
bean is used to list all the registered accounts in the database. Also, the
administrator is able to select any user account to be deleted and also the
method "delete” is used for deleting the ”selectedUser”.

5.2.3.2 MATLAB Functions

The experiment functionalities in this web interface are simply divided into
”"MatlabForm” and ”MatLabController” managed beans as shown in Fig-
ure 5.5. The "MatlabForm” managed bean keeps track of every user input
on the experiment page. The "distSelectedTab” is used to detect which
tab is selected by the user in the disturbance signal part. Likely, the ”al-
goSelectedTab” detects which tab is selected in the algorithm part. The
fields ”amplitudeHarmonic”, ”amplitudeWhite”, ”frequency” and ”distUp-
Filename” are used in the input of the disturbance signal. However, the
fields "paramA”, "paramB”, ”"paramC”, ”paramD”, ”"paramTs” and ”algo-
UpFilename” are used in the input of algorithm part. The field "time” is
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Figure 5.5: Experiment Functions

just a mapping for the simulation interval user input. It defaults to ten sec-
onds. Finally, when the user submits the HTML form, it calls the ”start”
method in ” MatLabController” managed bean. The main job of this method
is to collect all the user input from the form, create a job array that holds
all relevant information and sends it to the backend. If the request is suc-
cessful, the backend submits the job to the queue and directly return to the
”MatLabController” which informs the user to wait for the results via email.
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Chapter 6

Additional Features

The development of this project was controlled by the continuous interaction
between the company ”Profactor” and the author of this thesis. That is,
the started with an initial phase of requirements specifications. After the
completion of this phase, the development lifecycle starts with selecting a
subset of requirements to be implemented in the current development cycle.
Next, another phase of refining the requirements specifications for the chosen
requirements starts. This is usually achieved by a meeting with the company
to establish a concrete understanding of the exact behavior for the chosen
requirements. Finally, the development phase starts to implement those
chosen requirements. This ends the current cycle and immediately starts a
new cycle with a new subset of requirements. For the new cycle, the meeting
held in the phase of refining the requirements includes also confirmation
about the results for the implementation phase of the previous cycle.

It is usually the case that new requirements rise up during the develop-
ment of a software project. These new requirements vary between new
features (that would increase the usability of the system) to new critical
requirements (that the system would not be able to operate correctly with-
out them). The second type usually indicates that the initial requirements
specification phase were not successful in figuring out the requirement of
the whole system. It is also very difficult and costs a lot to recover from
unsuccessful or incomplete requirements specification. On the other hand, it
is possible to add new features to the system with minimum amount of cost.
However, there are some cases where the architectural design of the system
(that would satisfy the original requirements) may not be able to satisfy
the new feature. In these cases, a compromise should be done to compare
the gain of implementing this new feature against the cost of modifying the
system design.
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Figure 6.1: Administrator Interface - User Accounts

In this project, the new features were possible to be added to the system
without modifying the system design a lot. Therefore, it was decided to
implement these features as they effectively increase the usability. This
chapter discusses the new features that were added to the system during
the development phase.

6.1 Administrator Interface

After the development of the user account functionality (registration, login,
logout, edit profile and reset forgotten password), the system administrator
required that he is able to delete a user account at any time. In order to
fulfil this new requirement, it was decided to have an administrator view
in the web interface. This account is accessible from the normal ”login”
page. However, to restrict the usage of this account to only the system
administrator, it has to be used from the server in the company itself. That
is, it can not be used remotely over the Internet.

In this administrator view, a list of all registered accounts is displayed (Fig-
ure 6.1). This list is scrollable by a user defined amount of accounts per
page (for example the figure shows the last five registered users accounts).
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For each account, the username, email address, last login date (if any), num-
ber of experiments performed and the best performance value achieved are
displayed. These data reflect the usage of the system per user. Also, the
administrator can select any row in the list (selecting user account) and
click on the button ”Show Details” at the bottom of the page. This re-
trieves further information about that user from the database (namely, his
address and his institution). Finally, the administrator can select the user
account and click on the button ”Delete” to totally delete that account from
the database. That user will not be able to use the system again unless he
registers a new account.

Another page was created for the administrator view is the ” System Usage”
page (Figure 6.2). In this page, the administrator can keep track of the
system usage for all users. As discussed in Section 4.2.2, important events
are logged in the persistence layer. Each event is associated with the user-
name responsible for it and its occurrence date and time. As in the ”Users
Accounts” page, this page contains a scrollable list that shows a user defined
amount of events per page (for example the figure shows that there is 134
logged events and only the first ten are shown). The columns of this list can
be sorted (ascendingly or descendingly) by the administrator. For exam-
ple, the administrator can sort by username to get all the events associated
with that user in one block, or sort by message itself to get all the events
of same type in one block, finally he can sort by the occurrence date to get
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the events in logical order of occurring (as shown in the figure). In addition
to that, the administrator is able to select some events, he does not want to
keep track of, and click on the button ”Delete” to totally delete the selected
events from the database.

6.2 Dynamic Configuration

During the development phase, it was clear that the ”Simulink Scheme”
(Section 4.2.1) may be modified from time to time according to needs. For
example, addition of ”Scope” units to monitor specific signals or modifica-
tions to properties of "rate transition” units to adjust the sampling rates
for the model and the hardware. However, if the project is tightly coupled
(heavily depends) to the initially provided scheme, it wouldn’t be possible to
do these modifications (actually not even simple renaming to already exist
function or unit). Therefore it was decided to extract the dependency on
MATLAB to an external configuration file that is parsed for each request
on runtime. In the same way, if the hardware specifications or layout design
was modified, the ”"Experiment Description” page will be out dated. The
next sections discuss in details how these issues were resolved.

6.2.1 MATLAB Code

Extracting the dependency of MATLAB from the compiled Java classes,
makes the project more tolerant to accept any modifications to the under-
lying system. Using the external configuration file, the administrator can
write any MATLAB code that is then parsed by the application and send to
MATLAB for execution. The application also buffers the output of MAT-
LAB to add it to the email send to the user after execution. If for some
command, the administrator does not want to send its output to the user,
the command can be postfixed by a ”;” that informs MATLAB that no
output should be printed. This gives the administrator to control not only
the execution code but also what to be sent to the user email (more details
in section 6.2.1.2). In addition to that, the administrator can make use of
MATLAB programming language and include extra validations to the user
input and reject a simulation request if doesn’t meet the new criteria. In this
case, an email will be sent to the user containing the output of MATLAB
code already executed till the point of rejecting the request. What can be
achieved using this configuration file is unlimited and gives the administra-
tor extreme flexibility to modify anything and the project will adapt to that
modifications without any recompiling or redeploying the web interface. In
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this project, a complete configuration file was written to be used with the
current model. This file would only be used in case of modifications to that
model.

The MATLAB code written in this configuration file should make use of
the exact values entered by the user in the web interface. This is why the
configuration file is parsed for each request. The configuration file defines
a set of variables written in special format. During the parsing process,
these variables are replaced by exact values from the user interface and the
generated command (after replacing variables by values) is sent to MATLAB
for execution.

Sample 8 shows how the format of the configuration file and how it can
be used. The configuration file defines seven blocks of code. Each block
is responsible for handling the user input for a specific part. For example,
the interface defines three different methods to enter the disturbance signal
(namely, "Harmonic”, ”White Noise” or ”Custom”). Each method of these
has its own set of variables (the Harmonic signal requires amplitude and
frequency, the white noise requires only amplitude and the Custom signal
requires path to user uploaded file). Thus, in the configuration file there
are three blocks responsible for these three methods for the disturbance
signal. At runtime, the user will choose only one method for the disturbance
signal. Only the code block that corresponds to the chosen method is parsed
and sent to MATLAB for execution. This abstracts the administrator from
knowing which method was chosen by the user and lets him focus only on
the MATLAB code for a block that is executed in case the user chose a
certain block. In the same way the controller algorithm can be entered by
two different methods (namely, ”State-Space” or ”Custom”). Accordingly,
two more code blocks are responsible for these two methods. Another block
that is always executed in the ”Simulation” block, where all the commands
responsible for compiling the model, writing it on the real-time processor
and starting/stoping execution are defined. Finally, another block defines
exactly configurations for the email attachments (more details in section
6.2.1.2).

The sample code shows the configuration block for the ” Harmonic” method
of entering the disturbance signal, the ”Simulation” block and the email
attachments configuration. In the first block ”Harmonic”, the administrator
can use the specially formatted variables ”$$HarmonicAmplitude$$” and
”$$HarmonicFrequency$$” in the written code within this block. The first
two lines of code shows the mapping between the these variables to variables
7A” and "F” in the MATLAB workspace. So after executing these two lines,
the MATLAB workspace will have definitions of the ”A” and ”F” variables
that contains the values entered by the user for the parameters ” Amplitude”
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Sample 8 Sample Usage to Configuration File.

HHHFHHBHHHBRFHHRFHF R FHRAFH BB H R SRR F R RAS RS R RS R A
Hit

#it#

### Disturbance Signal Input - Harmonic

#it#

### Input: $$HarmonicAmplitude$$ - $$HarmonicFrequency$$

#it#

### Code:

A=$$HarmonicAmplitude$$

F=$$HarmonicFrequency$$

T=1/F;

open_system(’demo.mdl’)
U
#it#

HH##

### Experiment - Simulation

HH##

### Input: $$SimulationTime$$

HH##

### Code:

sim(’demo.mdl’,3)

close_system(’demo.mdl’,0)
HHHFHHBHHHHAFHHAHHH B HHAFH BB F RS R R SHF R RA SRR RS R RS R A
Hit

#it#

### Email

#it#

### Code:

ScopeImage: Scope 200 300 scope.]jpg

Attachment: scope.jpg

HHHSHH B R R R R R R
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and ”Frequency” respectively. Since, these two commands are not postfixed
with ”;”, then MATLAB will echo the variable name and value back to
the application which buffers all the output and sends to the user email.
Thus, the user will receive the exact values he entered for his experiment.
However, the third command is meant to be internal calculation that the
user shouldn’t know about (since it is postfixed with ”;”). The last command
in this block, open the Simulink Scheme named ”demo.mdl”. It is clear that
the administrator can even replace the whole Simulink Scheme with a new
version and just modify this command.

The next code block is the ”Simulation” block. This block is always exe-
cuted as it has no alternatives in the interface. It only defines one input
7$$SimulationTime$$” which is the amount of time required for simulation.
It is restricted by the interface to deny values greater than one minute. As
previously explained, this variable is substituted by the real value entered
by the user in the interface. However, the administrator may want to dis-
card this value and have it as a constant (that is all experiments lasts for
same amount of time). This is achieved by the first command in the block.
The command explicitly define the duration to be three discarding the value
entered by the user. The administrator may want to inform the user about
that in a message that will be echoed back to the user email. The last
command just forcedly closes the opened system.

6.2.1.1 Evaluation Function

After the simulation finishes, the system should evaluate the performance
of the experiment. The performance here is defined as how much reduction
in noise is achieved using this algorithm. The performance value is then
calculated in the ” Evaluation Function”. As we discussed previously, if there
is any modifications to the model, the current evaluation function would be
outdated and may need refinement as well. Thus, it was decided to define
this function externally as well (in MATLAB) and have the application just
call it and get the performance value back. The application then compares
the new performance value with the best performance value achieved by that
user and all other users. This way, the evaluation function may be totally
defined outside the application and can be modified and/or replaced at any
time with no extra effort on the application side. Finally, the administrator
can control whether to send the achieved performance value in the email
sent to user or not.
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Figure 6.3: Experiment Description Page

6.2.1.2 Email Attachments

The last code block of the configuration file defines the email attachments.
This is not similar to the previous code blocks. That is, it does not contain
MATLAB code. However, it contains a more abstract commands used only
to get images out of the ”Scope” units in the Simulink model and attaches
them to the user. The command syntax is very simply since it only starts
with ”Scopelmage:” to get an image or ” Attachment:” to attach a file. The
”Scopelmage:” command defines the name of the ”Scope” unit to get the
image from, the dimensions for the extracted image and the filename to be
saved as. The application then parses this command and generates the exact
commands to be executed by MATLAB. This abstracts the administrator
from how to get images and writing repeated commands for each image and
only focus on what images are required. The ” Attachment:” command just
attaches the specified file to the user email. It can be used for example to
attach a file generated by MATLAB code written in one of the previous
blocks or even attach a certain file to all users.
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6.2.2 Experiment Description Page

The Experiment Description Page is intended to provide scientific descrip-
tion to the experiment. It should include the exact dimensions of the ex-
periment device. Also, the positions of the disturbance and the actuator
patch units and the vibration sensor. In addition to that, it may also in-
clude electrical specification for the used units. Moreover, a description of
the simulating model can be also provided here.

As we discussed in the previous sections, if this page is statically pro-
grammed in the project, then it would be useless and/or misleading, if there
were any modification to the device or the simulating model. Therefore, the
administrator should be able to modify the contents of this page easily and
safely with the minimum amount of effort. Figure 6.3 shows the content of
this page. This page consists of three main parts, the first part is from the
top of the page to the top of the model picture, the second part includes the
model picture and download link and the third part is from the download
link to the bottom of the page. The application defines an internal static
page that contains the first and third parts. In-between these parts, it in-
cludes an ”iframe” element. The ”iframe” tag is a normal HTML tag that
can be used to inline an page inside another. This is the main point here,
since the "iframe” can embed a page in the already defined static page, we
can have an external page (the second part) and link to it from the ”iframe”
element. In this way, the three parts are appended automatically and sent
to user as if it is one page.

The administrator required that the content of this page would be images,
text and downloadable links. Thus, a skeleton page was developed that
has the same look and feel of the whole web interface and also contain
these three elements. The administrator can modify this page (for example
adding new picture by copy/paste the HTML element from the skeleton
page) dynamically at runtime without any need to recompile or redeploy
the whole web interface. Nevertheless, the external page is normal HTML
web page, that is it is not restricted to those three elements (required by the
administrator) and can contain any other HTML elements provided that
their style (look and feel) matches the web interface (or explicitly coded
in the page). A final warning here is that since the included web page is
external to the web interface, therefore it is persisted with the application.
That means that, if the web interface would be hosted on another server
in the future, this page has to be transferred manually as well. To protect
that page from not being accidentally deleted, it was decided to put it on
the server directory (and not on the root directory for example ”C:\”).
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Chapter 7

Typical Usage Scenario

In this chapter, we discuss a sample usage scenario for the system. For each
step in this scenario, the corresponding screenshot of the web interface is
shown. Basically, the scenario starts with a new user that browses through
the ”Public Web Pages” and ends with the user gets into the page ”Top
Researchers”. The sections in this chapter differentiate between ”Public
Web Pages” and ” Access Restricted Web Pages”.

7.1 Public Web Pages

These are the pages that are open to everyone to see (i.e. they are not re-
stricted to registered users). From the technical point of view, these pages
do not expect the visitor to be directed to them from within the web inter-
face. That means, the user can safely bookmark these pages in his own web
browser to easily access them directly afterwards.

The starting page in this category is the ”login” page (Figure 7.1). This
page allows the visitor to enter his account username and password to be an
authenticated user (and thus use the system). Before registering a new user
account, the visitor may visit the also public web page "about” (Figure 7.2)
to get a general idea about what it is about. This page mainly informs the
visitor that the system respects his privacy and does not persist any data
related to his experiments. Also, that page provides general background
information for the problem on research and the role of the device used in
the experiment. Finally, it shows a simple ”How-To” description of how to
experiment with the system over the web interface.
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Figure 7.1: Login Page
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Privacy:

We do respect your privacy. Therefore, your submitted algorithms for simulation and the generated reports are NOT saved at the
server afier simulation. We do NOT keep track from your experiments. However, we DO keep track from your usage 1o the web
interface (for logging purposes).

| BLOG - vour Daiy Dose of Production | Research

Background Informa 4
Experimentally, it was shown that the main source of audible noise in a car (or in a passenger cabin in general) comes from
vibrations in the mechanieal structure in the body of the car, These (ow frequency) vibrations are normally excited by the engine
itseif and then get ampiified by the mechanical siructure. Therefore, in order o provide a noise-free environment, it was suggested
10 use a counter vibration produced in a controlled way to overcome those coming from the engine and subsequently provide the
desired noise-free environment. To achieve this goal, the solution is composed of four compenents. The first s some Piezo-skectric
devices to actually produce the vibrations (such as Piezo-Stacks and Piszo-Patches). The second is some sensors fo measure
the current vibrations at a specific posiions. The third companent is the control algorithm, which can be seen as the function that
maps between the readings got from the sensors and the signals sent to the Piezo-electric devices to achieve the minimum noise
possible. The forth component is the Electronics part which includes the DSP boards, signal condtioning elecironics and power
elecironics.

Experiment Device:

The device (bult by Profaetor) contain a disturbanee patch unit that provides some vibrations (resembing the engine of a ear)
and an actuator patch unit that provides the counter vibrations required to eiminate the noise resutted by the vibrations produced
by the disturbance patch. These units are actually piezo-electric patches. The testing environment also has a sensor to be used to
read the eurrent vibrations in the mechanical structure. The actuator patch and the sensor are connected through a mecha-control
system to the FC by a USB ink controlled by a MATLABISimuink program installed on the server.

How to use:

The experiment device s now accessable over the internet through this web interface. Before you can use f, you have to register
for an account (free of charge). After successfulllogin, you will be rediredected to a page through which you will be able to
experiment with the device. Allthe requests coming to the server are queued and executed one-at-a-time. Upon successful
execution, a report is generated and Sent o your account emall address.
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Figure 7.2: About Page
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Figure 7.3: Registration Page
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Figure 7.4: Reset Password Page
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If the visitor likes the system and wants to register for a free-of-charge
account, he is able to do that through the link ”Register Here” below the
”Login Information” box. This link redirects the visitor to the "register”
page (Figure 7.3). The registration page allows the visitor to enter his
username and password along with his email and some further optional data
(namely, address and institution). Upon completing this form and clicking
the "Register” button, the visitor has successfully registered for a new user
account. In case the visitor chooses a username that is already registered,
he gets an error message. If however, that visitor remembers his username
but forgot his password, he can reset his password through the link ”Reset
it Here” below the ”Login Information” box in the ”login” page. This link
redirects the visitor to the "register” page (Figure 7.4).

The reset password page only contains two fields to be entered by an (al-
ready registered) user, the username and his email address. If these two
fields matches a user account already registered in the database, the appli-
cation will generate a random password and assign it to that user account.
Also the randomly generated password is sent to that user email. The user
may use his username along with the new generated password to authenti-
cate himself to the system. It is recommended that the user changes this
password manually to a more memorizable password as the randomly gen-
erated password is alphanumeric string (i.e. it is difficult to memorize).

7.2 Access Restricted Web Pages

Upon providing valid account information, the visitor is authorized and is
allowed to navigate to the second type of pages ”Access Restricted Web
Pages”. The first page in this type is the "experiment” page, which is the
most important page in this project. That is because it is the page where
the user can input his experiment parameters and submit the simulation
request to the server.

The experiment page is shown in Figures 7.5 and 7.6. This page provides the
user with different options to input his experiment configuration. Basically,
the user needs a disturbance signal, a controller algorithm and a simulation
time. For the disturbance signal part, he can either choose a pre-defined
signal and configure its parameters (namely, the frequency and amplitude
in case of harmonic signal and amplitude in case of white noise signal) or
define his custom signal and upload it to the server. Figure 7.5 shows the
user using the harmonic disturbance signal while Figure 7.6 shows the usage
of a custom user-defined signal.
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Figure 7.5: Experiment Page
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Figure 7.6: Experiment Page
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Figure 7.7: Top Researchers Page

The second box allows the user to enter the amount of time required to run
the simulation. This by default has the value of ten seconds. However, the
user can change it to any number between one second and one minute.

The third box defines the controller algorithm for the experiment. Also, the
user can choose here between a pre-defined algorithm and only configure its
parameters or upload his own algorithm. The pre-defined algorithm here
is the ”State-Space” equations. It is a well-known algorithm in the control
theory. It has four parameters to be configured (namely, ”A” Dynamic
Matrix, "B” Input Vector, ”C” Output Vector and "D” Feed Forward).
The values provided by the user are constrained by these rules, ”A” has to
be a square matrix, ”B” has to be a column vector and ”C” has to be a row
vector. In addition to these variables, the user has to enter a ”Sample Rate”
value for his simulation request. This value has to be provided whatever the
method chosen by the user to enter his controller algorithm. That is, if the
user chooses to upload his own algorithm, he has to provide the ”Sample
Rate” as well. Figure 7.5 shows the user using the ”State-Space” equations
while Figure 7.6 shows the usage of custom user-defined algorithm.

Upon finishing the input of all parameters and passing the values valida-
tion, the user can click the ”” button and have his request sent to server
to be processed. On the server side, the requests are enqueued one after
another and instantly a reply message is sent to user browser. The system
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Figure 7.8: Profile Page

then process each message in queue in order of receiving them. After the
simulation has finished, a report is generated and sent to the user email.
Also, a performance value is calculated for each experiment. This is done
for each user so that they know the best achieved value so far. The page
"Top Researchers” (Figure 7.7) shows the best five researchers according to
their best achieved performance values.

Finally, the user can show his profile data in the ”edit profile” page (Fig-
ure 7.8). This page shows the profile of the already logged in user. The
profile includes the username (which can be updated after registration), the
email address, the user address and the institution. These fields can be up-
dated for newer information and be saved in the database through this page.
Also the user can modify his account password using the ”change password”
page (Figure 7.9). This page asks the user to enter his current password (to
ensure that he is indeed the user and that his session was not hijacked) along
with the new password (which has to be confirmed by writing it twice). By
clicking the ”Change Password” button, the new password will be encrypted
and replaces the old password in the database.
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Chapter 8

Conclusion

In this thesis, a virtual laboratory has been designed and implemented that
enables world wide researchers to use a noise control experimental device.
The project started from the MATLAB/Simulink controller layer and builds
up till the user interface layer. The most vital components of this project
are the connection between the web server and the MATLAB/Simulink
controller and the synchronization mechanism used to queue the requests
and perform them one-by-one in the order of arrival. The design principles
of these components were discussed in the previous chapters (especially in
Chapter 4).

The project was capable of achieving the primal objective set to it, namely,
the exposure of the real device capabilities to world wide researchers. Also,
the requirement of users privacy was achieved (by the different methods
discussed in previous chapters, especially Chapters 4 and 5). The basic se-
curity level was applied to the web interface to disable the common software
vulnerabilities. However, it was planned to have the feature of encrypted
communication between the researcher and the server so that even if a hacker
gets access to the communication, he receives it encrypted and of no valuable
use. We decided to postpone this feature until a SSL signed security certifi-
cate is acquired. However, the web server installed is capable of providing
the encrypted connection, once the certificate is given. Thus the enabling
of this feature is just achieved by a modification of the configuration file.

The nature of the real device denies it from fulfilling multiple simultaneous
requests. That is the reason of implementing a synchronization mechanism.
While this is clearly a bottleneck in the whole system, it does not repre-
sent a problem now, since no heavy traffic is expected. Despite that, the
architecture allows extending the underlying layer of real devices by incor-
porating replicates of the real device. With a simple modification in the
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software code, it would be possible to make use of the newly added devices
and thus fulfilling multiple simultaneous requests. This also increases the
availability of the whole system (if one system stops working, others can still
fulfill requests till it gets working again). It is recommended as future work
for this project to extend the capabilities of the underlying real devices.

As it was shown in Chapter 6, the project enables the system administrator
to totally modify its behavior (in particular, the way it deals with user input
and commands sent to the real device) at runtime without recompiling or
redeploying the whole web interface. A very interesting point of enhance-
ment here is to also be able to modify the user interface. Modifying the user
interface at runtime would be difficult (though possible at first glance), but
it might be enough to have a tool that automatically generates the web in-
terface from an easy to write configuration file. By achieving this, one would
have a dynamically customizable virtual laboratory that is not specific to
any real device and thus portable to any real laboratory.
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