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Abstract

We report work concerning the theoretical basis and the imple-
mentation in the Theorema system of a methodology for the gen-
eration of verification conditions for recursive procedures, with the
aim of practical verification of recursive programs. We develop a
method for proving total correctness properties of programs which
have simple functional recursive definitions, and we discuss its dif-
ferent aspects. We also define a class of programs for which the
method is complete and we give a detailed proof of the complete-
ness statement.

Introduction

We discuss here a practical approach to automatic generation of verifi-
cation conditions for functional recursive programs and its possible com-
pleteness. The implementation is part of the Theorema system, and com-
plements the research performed in the Theorema group on verification
and synthesis of functional and imperative algorithms based on logic prin-
ciples [1, 2, 7].

We consider the correctness problem expressed as follows: given the
program (by its source text) for the function F' and given its specification
by a precondition on the input Ir[z] and a postcondition on the input
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and the output Op[z,y|, generate the verification conditions which are
[minimally] sufficient for the program to satisfy the specification.

For simplifying the presentation, we consider here the “homogeneous”
case: all functions and predicates are interpreted over the same domain.

Proving the verification conditions will require the specific theory rel-
evant to this domain and to the auxiliary functions and predicates which
occur in the program. Our work aims at expressing the correctness of the
program using only this specific theory, and not a certain theory of com-
putation (which would make automatic reasoning about the verification
conditions more difficult). For this we use the fixpoint theory [4, 9, 3, §]
in order to derive the expression of the verification conditions for a whole
class of programs.

By correctness of the program we mean both partial correctness (1)
and termination (2):

(Vz € D) (Ip[z] A Flz] | = Oplz, F[z])), (1)

(Ve € D) (Ip[z] = Fla] 1), (2)

where the | is the unary predicate symbol expressing termination (see
below section Completeness of the Method). As one sees, (3) is a logical
consequence of (1) and (2), but not the vice versa (for example when Ip
and Op are true but F never terminates, i.e., F[z] | is false for any x).

(Vz € D) (Iplx] = Op[z, F[z]]), (3)

In order for the program to be correct, the correctness formula (3) must
be a logical consequence of the formulae corresponding to the definition of
the function (and the specific theory). Additionally, one needs to ensure
termination, which we study for a certain class of problems.

The method we are presenting here takes a recursive program having
a certain shape and its specification and generates several verification
conditions. If the verification conditions hold, then the program is totally
correct with respect to its specification. Therefore we say that the method
is sound, that is the validity of the verification conditions implies the
correctness of the program with respect to the specification.

The method would be complete if the correctness of the program
with respect to the specification, implies the validity of the verification
conditions (generated by the method). Completeness of the method is
important, because it leads to an early detection of bugs (when a proof of a
verification condition fails). Starting from a program and its specification,
we generate the verification conditions and try to prove them (by using



Theorema). If we manage to prove all of them, we are done. In case we
do not manage to prove some of the verification conditions (the formulae
are not true), we do not know whether or not the program is correct.
However, if the method is complete then even one verification condition
which is not true would mean that the program is not correct and so,
something must be changed.

Note that we do not discuss here the soundness or completeness of
the proof system which would be used for investigating the validity of the
generated verification conditions.

Correct Programs

In this section we state the principles we use for writing correct programs.
Although, they are not our invention (similar ideas appear in [5]), we list
them here because we want to formalize them.

Building up correct programs: We start from basic functions e.g. ad-
dition, multiplication, etc. We define new functions in terms of already
known (defined previously) functions by giving their source code, the
specification (input and output predicates) and prove their total correct-
ness with respect to the specification (prove the verification conditions).

Modularity: Once we define the new function and prove its correct-
ness, we "forbid” using any knowledge concerning the concrete function
definition. The only knowledge we may use is the specification. This gives
the possibility of easy replacement of existing functions. For example we
have a powering function P, with the following definition

Plz,n] = If n =0 then 1 else Plz,n — 1] xx

The specification of P is:

The domain D = R?, precondition Ip[z,n] <= n € N and a postcondi-
tion Op[x,n, Plz,n]] <= P[z,n| = z". Then we prove the correctness of
P by proving the verification conditions. Later, after using the powering
function P for defining other functions, we decide to replace its definition
by another one. Having the same specification, the only thing we should
do is to prove that the new definition of P meets the old specification.
All the calls made to P preserve their properties.

Appropriate values for the auziliary functions: In order for the pro-
gram to be correct, we ensure that the calls to the auxiliary functions
have appropriate (in the sense of the specifications) values. For example,
we define the following function:

Flz] = If Q[z] then HIx] else G[z],



with the specification of F' (Ip and Op) and specifications of the auxiliary
functions H (Iy and Op), G (Ig and Og). The two verification condi-
tions, ensuring that the calls to the auxiliary functions have appropriate
values are:

(Vz € D) (Iplz] A Qz] = In(z])

(Vz € D) (Ipz] A =Q[z] = Ig[x])

The Method

Let D be an arbitrary domain. We consider the class of simple recursive
programs defined by the program scheme:

(Vz € D) Flz] = If Q[z] then S[z] else C[x, F[R[z]]], (4)

where @ is a predicate on D and S, C, and R are auxiliary functions (.S is
a “simple” function, C'is a “combinator” function, and R is a “reduction”
function).

In this scheme, the functions F', S and R and the predicate Q are of
arity 1 and the function C of arity 2. However, if D is a vector domain,
then different arities will be treated by the same method (see the example
of rem (13)).

Here we present the method for the automatic generation of verifi-
cation conditions. The detailed proof of the soundness statement [6] is
based on the fixpoint theory of functions.

Let Ir[x], Op[z,y] be the precondition and the postcondition of F', and
similarly let Is[z], Oslz,y], Ic[x,y], Oclz,y, 2], Ir[z], Or|x, y] be the pre-
conditions and the postconditions of the auxiliary functions (we assume
that the correctness formula holds for each of them). The (automatically)
generated verification conditions for the total correctness of the function
F are:

(Ve € D) (Iplz] A =Q[z] = Ir[R[z]]) (
(Vz € D) (Iplz] A Qz] = Ig[z]) (
(Vo € D) (Ip[z] A —~Qz] = Ir[x]) (
(Vo € D) (Ir[z]-Qz] A OF[R[z], F|R[z]]] = Iclz, F[R[z]]]) (8
(Vo € D) (Ir[z] A Qz] = Orlx, S[z])) (
(Vo € D) (Ir[z] A =Qlz] A Op[R[z], F[R[z]]] = Orlz, Clz, F[R[x]]]%



(Vz € D) (Irlx] = F'[2] 1), (11)

where

(Vx € D) F'[z] = If Q[z] then 0 else F'[R[x]]. (12)

For better understanding, we give here an example of a program and
its specification and we show the verification conditions.
Consider the following program:

remlz,y] = If z < y then z else rem|[z — y, ] (13)
The domain D = N? and the specification of rem is: the precondition
Liem|[z,y] <= y >0
and the postcondition
Orem|z,y,2] <= (FgeN)(z=2z+y*xqNz<y).

The preconditions of all the auxiliary functions are T (the logical constant
true).

The (automatically) generated verification conditions for the total cor-
rectness of the function rem are:

Vz,yeN) (y>0" <y = (FgeN)(z=z+yxqhz<y))

Vz,y eN) (y>0ANz >y = (y>0))

Vz,yeN) (y>0Az>yA(FgeN)(z—y= flz,y| +yxqghb<y) =
(Fg eN)(@ = flz,yl +y*q A flz,y] <y))

Ve,yeN) (y>0r <y = T)

Ve,yeN) (y>0r x>y = T)

(Vx,y e N) (y>0Ax>yA (g €N)
( —y=fle,yl +yxaq A flz,y] <y) =T))

(Vo,y € N)(y >0 = F'la,y] 1),

where
F'lz,y] = If z < y then 0 else F'[z — y,y].

If we manage to prove the verification conditions, then we are sure
that the program meets its specification.

The method is not complete. In fact, there can be no complete method
for the generation of verification conditions [8]. We illustrate the incom-
pleteness by giving an example for a program which is correct with respect
to the specification, but one of the verification conditions does not hold.



Consider the following program:
fac[n] = If n =0 then 1 else facn —1]*n (14)

The specification of fac is:
The domain D = R, precondition If,.[n] <= n = 3 and a postcondition
Ojacln, facln]] <= fac[n] = 6).

The program fac meets its specification, because for the only possible
input 3, the output is 6.

However, the verification condition corresponding to (5) does not hold:

(VneN) (n=3A-n=0 = n=2). (15)

Completeness of the Method

In this section we define a class of programs (coherent) and we prove that
if a coherent program is correct with respect to the specification then the
verification conditions hold.

Definition. A program as in (4) is coherent iff (5), (6), (7) and (8)
hold.

From the intuitive point of view, these are programs which satisfy the
natural property that the arguments of the functions satisfy the input
conditions of those functions.

The following theorem gives the completeness of the method.

Theorem. If a coherent program is correct with respect to the spec-
ification, then the verification conditions hold.

Proof. Assume that the program F' is coherent, i.e., (5), (6), (7) and
(8) hold and is correct, i.e., (2) and (3) hold.

We will show that the verification conditions (5) - (11) hold as well.
Here we actually need to show only the validity of (9), (10) and (11)
because the others are assumed.

Proving (9): Assume that Ir[z] and Q[z]. From this, by the definition
of F' we obtain F[z] = S[z], from which by the specification of F' follows
Op[x, S[z]].

Proving (10): Assume that Ir[z] and -Q[z] and Op[R[z], F[R][z]]].
From Ip[z] by (4) we obtain Ip[R[z]]. From Ip[z] and —Q[z] by the
specification we obtain Opl[z, F|z]] and by the definition of F' follows
Op[z,Clz, F[R[z]]]. From Ir[R[z]] we obtain Op[R[z], F[R[z]]]. From
here and Oplz, C|z, F[R[z]]] follows
Oplz, Cla, FIR[z]]).

The proof of the formula (11) is done in the next paragraph.



We remind the main elements of the fixpoint theory. The domain D is
extended to a new domain DU { L}, where L is an additional symbol for
expressing the nonterminating constant. In the extended domain the pro-
grams F' are functions from DU{L} — DU{L}. The predicates @) which
are used in the programs, become functions from DU{Ll} — {T,F}uU{L}.
The unary predicate | is defined by the formula: (Vn)(n |[<= n # 1).
Here we make the natural assumption: For any function F, F[1] = L.

In addition we will need the nowhere defined function 2 which is
defined as (Vd)(Q[d] = L).

We will use the restricted graph function defined as

(Vf)(RGraph[f] = {{z,y) : flz] =y Ay l})

and functions are identified with their RGraphs.
We consider the operator I' associated to the program (4):

AF Az, If Q[x] then S[z] else Clx, F[R[z]]]. (16)

The function defined by a program is the least fixpoint of the associated
operator. From the proof of the Knaster-Tarski Fixpoint theorem [8], we
know that the least fixpoint can be constructed as the union of all the
finite approximations.

The finite approximations of I' are defined recursively as follows:

Jo=1

fn = F[fn—l]-

The least fixpoint Fr of I' is defined as the union of the finite approxima-
tions

Fr = (17)

Lemma 1. (Vx € D) (Ip[z] = (3n € N)(Q[R"[z]]))-
Proof. We proceed by contradiction. Assume that a € D and Irlal.
From here by (2) we obtain F[a] |. Assume also (Vn € N) (=Q[R"[a]]).
From this we obtain that Fla] # L and hence (3b € D)({a,b) €
RGraph[FY)).
Let fo, fi, ... fm be the finite approximations of F, i.e., F' =, fi.
From (a,b) € RGraph[F] = RGraph|J; fi] follows
(Fk > 0)({a,b) € RGraph[fr]) (k > 0 because a,b # L). From here, we
obtain that fx[a] = b which implies fx[a] # L. By the definition
frla] = If Qla] then Sa] else Cla, fr—1[R]a]]]. From (—=Qla]) (it is so,



because we have (Vn € N)(=Q[R"[a]])), we obtain fx[a] = Cla, fx—1[R[a]]].
Since fi[a] |, we have fx_1[R[a]] |. Applying the same reason k times, we
obtain that f;_x[R¥[a]] |. This contradicts to the definition of fo = €.

Lemma 2. (Vx € D) (Ip[z] = (3n € N)(Q[R"[z]] = F'[z] |)).

Proof. Assume that xg € D, Ip[zo] and Q[R"[zo]] for some n € N.

1) case. n = 0. This means that Q[zo] and hence F'[z(] = 0, which
implies F'[z] | .

2) case. n > 0. Assume that n is the first such that Q[R"[z¢]], that is
=Q[R![x¢]] for any 0 < i < n. From Ir[zg] and =Q[R[z¢]] by (7) and (5)
we obtain Ig[zo] and Ir[R[zo]]. In the same fashion we obtain R[zq] |
and Ir[R![xg]] for any 0 < i < n. By expanding the definition of F’ we
obtain F'[x¢] = F'[R[xz¢]] = ... = F'|R"[x¢]] = 0, which implies F'[z¢] |.

This completes the proofs of lemma 2 and the theorem.

The completeness of the method helps debugging programs in the
following way:

Assume that some of the verification conditions (9) — (11) do not hold.
Then first check if the program is coherent, i.e., check the validity of (5)
—(8).

If yes, i.e., (9) or (10) or (11) does not hold, then the program does not
meet its specification.

Conclusion and Further Work

In order to be able to define a complete method for the generation of
verification conditions, we introduce the notion of coherent programs.
These are programs which satisfy the natural property that the arguments
of the auxiliary functions satisfy the input conditions of those functions.

Part of the methods described here are implemented in the Theo-
rema system and we are studying various test cases in order to improve
the power of our condition generator, in particular by generalizing this
method to more complex program schemes. Moreover, the concrete proof
problems are used as test cases for our provers and for experimenting
with the organization of the mathematical knowledge.
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