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A Bit Transmission Protocol
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var x,y
varv:=0,r:=0,a:=0

S: loop R: loop
choose x € {0,1} I l:waitr=1
l:v,r:=x,1 y,a:=v,1
2:waita=1 2:wait r=0
r:=20 a:=0

3:waita=0

Transmit a bit through a wire.
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1. A Bit Transmission Protocol

2. A Client/Server System
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A (Simplified) Model of the Protocol
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State := PC? x (Np)°

I(p,g,x,y,v,r,a):&p=qgq=1AxeENaoAv=r=a=0.
R({p,a,x,y,v,r,a),{p',q",x",y'", V', r',a")) 1
S1(...)VvS2(...)VS3(...) VRI(...) V R2(...).

S1({p, g X, ¥, v, r,3), (P’ g, Xy V)

p=1Ap =2AV =xAr=1A

g =gAX =xNy' =yAv =vAad =a
S2((p, a, x,y,v,r,a),{p’,q' . X",y , v, r',d)) &
=2Ap ' =3ANa=1Ar"=0A

g =gAX =xANy ' =yAv =vAad =a
R1((p, q,x,y,v,r,a),{p',q',x" sy, v/, r',a")) &=

p=3Ap =1ANa=0AXx" €Ny A

g =qAy'=yAv i =vAr=rnad =a
R2((p, q,x,y,v,r,a),{p',q',x"sy', V', r' ")) &

g=1Aqg =2Ar=1Ay ' =vAad =1A

pr=pAx'=xAVv =vAr=r
R3({p,q,x,y,v,r,a),(p',q',x",y',v',r',a)) i

g=2Aqg =1Ar=0Aa =0A

pr=pAX' =xANy'=yAv =vAr=r
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A Verification Task
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The Verification Task in PVS

(LR)ED(@=1=y=x)
Invariant(p,...) = (g=1=y =x)

I(p,...) = Invariant(p,...)

R({p,...),{p's.. ) A Invariant(p,...) = Invariant(p’,...)

Invariant(p, q,x,y, v, r,a) &
(p=1vp=2vp=3)A(g=1Vg=2)A

(x=0vx=1)A(v=0Vv=1)A(r=0Vr=1)A(a=0Va=1)A

(p=1=qg=1Ar=0Aa=0)A

(p=2=r=1)A

(p=3=r=0)A

(g=1=a=0)A
(g=2=(p=2Vvp=3)Aa=1Ay=x)A
(r=1=p=2Av=x)

The invariant captures the essence of the protocol.
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The Verification Task in PVS (Contd)
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protocol: THEORY
BEGIN
P, 9, X, ¥, V, r, a: nat
p0, q0, x0, yO, vO, rO, a0: nat

S1: bool =

p=1AND pO = 2 AND vO = x AND rO = 1 AND

q0 = q AND x0 = x AND yO = y AND vO = v AND a0
S2: bool =

p =2 AND pO = 3 AND a = 1 AND rO = O AND

q0 = q AND xO = x AND yO = y AND vO = v AND a0
S3: bool =

p =3 AND pO = 1 AND a = O AND (x0 = 0 OR x0 =

q0 = q AND yO = y AND vO = v AND rO = r AND a0
R1l: bool =

q=1AND g0 = 2 AND r = 1 AND yO = v AND a0 =

pO = p AND x0 = x AND vO = v AND r0 = r
R2: bool =

q =2 AND q0 = 1 AND r = 0 AND a0 = O AND

pO = p AND x0 = x AND yO = y AND vO = v AND rO

a

1) AND

1

a

AND
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AN
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N, I .
% The Verification Task in PVS (Contd’2) N

Init: bool =
p=1AND g=1AND (x = 0 OR x = 1) AND
v=0ANDTr =0 AND a = 0

Step: bool =

S1 OR S2 OR S3 OR R1 OR R2

Property: bool =
q=2=>y=x

Invariant(p, q, %X, y, Vv, r, a: nat): bool =

(p=10Rp=20Rp=3) AND

(@ =10R q=2) AND

(x = 0 0R x = 1) AND

(v =00R v =1) AND

(r =00R r =1) AND

(a=00R a=1) AND
(p=1=>q=1ANDr =0 AND a = 0) AND
(p=2=>r =1) AND

(p=3=>r=0) AND

(@=1=>a=0) AND
(@=2=>(p=20Rp=23) ANDa=1ANDy =x) AND
(r=1=>(p=2AND v = x))
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VCO: THEOREM
Invariant(p, q, %, y, Vv, r, a) => Property

VC1: THEOREM
Init => Invariant(p, q, X, y, Vv, r, a)

VC2: THEOREM
Step AND Invariant(p, q, X, y, vV, r, a) =>
Invariant (p0, q0, x0, yO, vO, rO, a0O)

END protocol
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The Proof in PVS .E I(.

i

(expand” "Step” "Invariant”)

|
n

(flatten)

- i ; - -

(expand "S1") (expand "S2") (expand "S3") (expand "R1") (expand "R2")

| | | | |
- 1 i - -

(grind) (grind) (grind) (grind) (grind)
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The Client .E u'.

Client system C; = (IC;, RC;).
State := PC x Ny x Nj. . .
Int == {R:, S, Ci}. Client(ident):
param ident
ICi(pc, request, answer) :< begin
pc = R A request = 0 A\ answer = 0. Loop
RC;(l, {pc, request, answer),
(pc’, request’, answer’)) <
(I = Ri A pc = RA request =0 A
pc’ = S A request’ = 1 A answer’ = answer) V
(I'=Si A pc=SANanswer #0A

R: sendRequest()
S: receiveAnswer ()
C: // critical region

pc’ = C A request’ = request A answer’ = 0) V sendRequest ()
(I = Ci A pc = C A request =0 A endloop
end Client

pc’ = R A request’ = 1 A answer’ = answer) V

(I = REQ; N request # 0 A

pc’ = pc A request’ = 0 A answer’ = answer) V
(I = ANS; A

pc’ = pc A request’ = request A answer’ = 1).
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1. A Bit Transmission Protocol
2. A Client/Server System
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The Server .< E’

Server system S = (IS, RS). Server: N
local given, waiting, sender

State 1= (N3)? x ({1,2} — Np)2. begin

Int := {D1, D2, F, A1, A2, W}. given := 0; waiting := 0
loop

I1S(given, waiting, sender, rbuffer, sbuffer) < D: sender := receiveRequest()

given = waiting = sender = 0 A\

if sender = given then
rbuffer(1) = rbuffer(2) = sbuffer(1) = sbuffer(2) = 0.

if waiting = O then

F: given := 0
RS(1, {given, waiting , sender, rbuffer, sbuffer}, else
(given', waiting’, sender’, rbuffer’, sbuffer’)) < Al: given := waiting;
Jie {1,2}: waiting := 0
(I = D; A sender = 0 A rbuffer(i) # 0 A sendAnsver (given)
sender’ = i A rbuffer’ (i) = 0 A endif
U(given, waiting, sbuffer) A elsif given = O then
vj € {1, 2}\{i} : Uj(rbuffer)) v A2: given := sender
. sendAnswer (given)
else
U(xt, ..., xn) & X = X1 Ao A X, = Xn. W: waiting := sender
Ui(x, -, xm) 2 () = xa() A - A xp(G) = xa()). endif
endloop

end Server
Wolfgang Schreiner http:/ /www.risc.uni-linz.ac.at 12/29



The Server (Contd) .< E.

Server:
local given, waiting, sender
(I = F A sender # 0 A\ sender = given A\ waiting = 0 A beg}n .
given’ = 0 A sender’ = 0 A given := 0; waiting := 0
L. loop
U t. buffer, sbuffe \Y,
(waiting, rbuffer, sbuffer)) D: sender := receiveRequest()

if sender = given then

(I = Al A sender # 0 A sbuffer(waiting) = 0 A if waiting = O then

sender = given A waiting # 0 A\

given' = waiting A waiting’ = 0 A F: lglven =0
sbuffer’ (waiting) = 1 A sender’ =0 A e-se .
U(rbuffer)/\ Al: given := waiting;

A . iti =0
vj € {1,2 ting} : Uj(sbuffer)) v vaiting

j € {1, 2}\{waiting} : U;(sbuffer)) sendAnswer (given)

(I = A2 A sender # 0 A sbuffer(sender) = 0 A e1.1d1f.
. . — elsif given = O then
sender # given A\ given = 0 A )

.o A2: given := sender
given' = sender A A (o )
sbuffer’ (sender) = 1 A sender’ = 0 A 1sen nswertgiven
U(waiting, rbuffer) A v eise it o 4
Vj € {1,2}\{sender} : Uj(sbuffer)) v ’ waiting := sender

endif
- endloop
end Server
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AN

The Composed System

State := ({1,2} — PC) x ({1,2} — N2)? x (N3)? x ({1,2} — Ny)?

I(pc, request, answer, given, waiting, sender, rbuffer, sbuffer) <
Vi € {1,2} : IC(pc;, request;, answer;) A
IS (given, waiting, sender, rbuffer, sbuffer)

R({pc, request, answer, given, waiting, sender, rbuffer, sbuffer),

{pc’, request’, answer’, given', waiting’, sender’, rbuffer’, sbuffer’)) :<
(37 € {1,2} : RCiocai({pc;, request;, answer;), {pc’, request’, answer?)) A

(given, waiting, sender, rbuffer, sbuffer) =

(given', waiting’, sender’, rbuffer’, sbuffer')) v
(RS1ocai({given, waiting, sender, rbuffer, sbuffer),
(given', waiting’, sender’, rbuffer’, sbuffer’)) A

Vi € {1,2} : {pc;, request;, answer;) = {(pc, request’, answer’)) V

(3i € {1,2} : External(i, (request;, answer;, rbuffer, sbuffer),
(request’, answer], rbuffer’, sbuffer’)) A
pc = pc’ A (sender, waiting, given) = (sender’, waiting’, given'))
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The Server (Contd’2) °< E.

Server:
local given, waiting, sender
- . . begin
(I = W A sender # 0 A sender # given A given # 0 A . oAl . L
waiting’ := sender A sender’ = 0 A flven := 05 waiting := 0
U(given, rbuffer, sbuffer)) v °°P
(given, rbuffer, sbuffer)) D: sender := receiveRequest()

if sender = given then
if waiting = O then

Jie{1,2}:
ie{l2} F: given := 0
(I = REQ; A rbuffer’ (i) = 1 A . else o
U(given, waiting, sender, sbuffer) A AL: given := Yaltlng’
Vj € {1,2)\{i} : Uj(rbuffer)) v vaiting := 0
sendAnswer (given)
(I = ANS; A sbuffer(i) # 0 A e1~1dif.
sbuffer’ (i) = 0 A elsif given = O then
U(given, waiting, sender, rbuffer) A A2:  given := sen<.ier
Vj € {1,20\{i} : Uj(sbuffer)).  SondAnsuer (given)
else
W: waiting := sender
endif
endloop
end Server
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Z4\
age . ° *
The Verification Task %
L}
(I, R) = O=(per = C A pes = C)
Invariant(pc, request, answer, sender, given, waiting, rbuffer, sbuffer) <
vie{1,2}:
(pc(i) = C V sbuffer(i) = 1V answer(i) =1 =
given = | A\
Vj:j# i = pc(j) # C A sbuffer(j) = 0 A answer(j) = 0) A
(pe(i) = R =
sbuffer(i) = 0 A answer(i) =0 A
(i = given & request(i) = 1V rbuffer(i) = 1V sender = i) A
(request(i) = 0V rbuffer(i) = 0)) A
(pe(i) = S =
(sbuffer(i) =1V answer(i) =1 =
request(i) = 0 A rbuffer(i) = 0 A sender # i) A
(i # given =
request(i) = 0V rbuffer(i) = 0)) A
(pe(i) = C =
request(i) = O A rbuffer(i) = 0 A sender # i A
sbuffer(i) = 0 A answer (i) = 0) A
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The Verification Task (Contd) W The Verification Task in PVS W

clientServer: THEORY

e BEGIN
(sender = 0 A (request (i) = 1V rbuffer(i) = 1) =
sbuffer(i) = 0 A answer (i) = 0) A % client indices and program counter constants
(Sender =i= Index : TYPE+ = { x: nat | x = 1 OR x = 2 } CONTAINING 1
(waiting # i) A Index0: TYPE+ = { x: nat | x < 3 } CONTAINING O
(sender = given A pc(i) = R = PC: TYPE+ = { R, S, C }
request(i) = O A rbuffer(i) = 0) A
(pc(i) = S N i # given = % client states
request(i) = O A rbuffer(i) = 0) A pc, pcO: [ Index -> PC ]
(pc(i) =S A i= given = request, requestO: [ Index -> bool ]
request(i) = 0V rbuffer(i) = 0)) A answer, answerO: [ Index -> bool ]
(waiting = i =
given # i A pc; = S A request; = 0 A rbuffer(i) =0 A % server states
sbuffer; = 0 A answer(i) = 0) A given, givenO: IndexO
(sbuffer(i) =1 = waiting, waiting0: IndexO
answer (i) = 0 A request(i) = O A rbuffer(i) = 0) sender, sender0O: Index0

rbuffer, rbufferO: [ Index -> bool ]

. . . ff ff : I -> 1
As usual, the invariant has been elaborated in the course of the proof. sbuffer, sbuffer0: [ Index -> ool ]
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The Verification Task in PVS (Contd) N The Verification Task in PVS (Contd’2) Ny

i, j: VAR Index f’ o .
% transition relation
y A T
,/: initial state condition RC(pc: PC, request: bool, answer: bool,
Y pcO: PC, requestO: bool, answerO: bool): bool =

(pc = R AND request = FALSE AND

IC(pc: PC, request: bool, answer: bool): bool = pcO = S AND requestO = TRUE AND answerO = answer) OR
¢ = R AND request = FALSE AND answer = FALSE (pc = S AND answer = TRUE AND
p E pcO = C AND requestO = request AND answerO = FALSE) OR
. . i L . (pc = C AND request = FALSE AND
IS(given: IndexO, waiting: IndexO, sender: IndexO, pcO = R and request0 = TRUE AND answerO = answer)

rbuffer: [ Index -> bool ], sbuffer: [ Index -> bool ]): bool =
given = O AND waiting = O AND sender = O AND

(FORALL i: rbuffer(i) = FALSE AND sbuffer(i) = FALSE) RS(given: Index0O, waiting: IndexO, sender: IndexO,

rbuffer: [ Index -> bool ], sbuffer: [ Index -> bool ],
givenO: IndexO, waiting0O: Index0O, sender0O: IndexO,

rbuffer0: [ Index -> bool ], sbufferO: [ Index -> bool ]): bool =
(EXISTS i:

sender = 0 AND rbuffer(i) = TRUE AND

sender0 = i AND rbuffer0(i) = FALSE AND

given = givenO AND waiting = waitingO AND sbuffer = sbufferO AND

FORALL j: j /= i => rbuffer(j) = rbuffer0(j)) OR

Initial: bool =
(FORALL i: IC(pc(i), request(i), answer(i))) AND
IS(given, waiting, sender, rbuffer, sbuffer)
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The Verification Task in PVS (Contd’3) gl

(sender /= 0 AND sender = given AND waiting = O AND
givenO0 = O AND senderO = O AND
waiting = waitingO AND rbuffer = rbufferO AND sbuffer = sbuffer0) OR

(sender /= 0 AND
sender = given AND waiting /= O AND
sbuffer(waiting) = FALSE AND % change order for type-checking
given0 = waiting AND waiting0 = O AND
sbufferO(waiting) = TRUE AND sender0O = O AND
rbuffer = rbuffer0 AND
(FORALL j: j /= waiting => sbuffer(j) = sbuffer0(j))) OR

(sender /= O AND sbuffer(sender) = FALSE AND
sender /= given AND given = O AND
given0 = sender AND
sbufferO(sender) = TRUE AND senderO = O AND
waiting = waitingO AND rbuffer = rbufferO AND
(FORALL j: j /= sender => sbuffer(j) = sbuffer0(j))) OR

(sender /= 0 AND sender /= given AND given /= 0 AND
waiting0 = sender AND senderO = O AND
given = givenO AND rbuffer = rbuffer0 AND sbuffer = sbuffer0)
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The Verification Task in PVS (Contd’5) N

Next: bool =
((EXISTS i: RC(pc (i), request (i), answer (i),
pc0(i), request0(i), answerO(i)) AND
(FORALL j: j /=i =>
pc(j) = pcO(j) AND request(j) = request0(j) AND
answer (j) = answerO(j))) AND
given = givenO AND waiting = waitingO AND sender = senderO AND
rbuffer = rbuffer0 AND sbuffer = sbuffer0) OR

(RS(given, waiting, sender, rbuffer, sbuffer,
givenO, waitingO, senderO, rbufferO, sbuffer0) AND
(FORALL j: pc(j) = pcO(j) AND request(j) = requestO(j) AND
answer (j) = answer0(j))) OR

(EXISTS i:
External(i, pc (i), request (i), answer (i),
pcO0(i), requestO0(i), answerO(i),
given, waiting, sender, rbuffer, sbuffer,
given0, waitingO, senderO, rbufferO, sbuffer0O) AND
(FORALL j: j /= i =>
pc(j) = pcO(j) AND request(j) = request0(j) AND
answer (j) = answer0(j)))
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The Verification Task in PVS (Contd’4) .E if.

Wolfgang Schreiner

External(i: Index,
pc: PC, request: bool, answer: bool,
pcO: PC, requestO: bool, answer0O: bool,
given: Index0O, waiting: IndexO, sender: IndexO,
rbuffer: [ Index -> bool ], sbuffer: [ Index -> bool 1],
given0O: Index0O, waitingO: IndexO, sender0O: IndexO,
rbuffer0: [ Index -> bool ], sbufferO: [ Index -> bool ]): bool =

(request = TRUE AND
pcO = pc AND requestO = FALSE AND answerO = answer AND
rbuffer0(i) = TRUE AND
given = givenO AND waiting = waitingO AND sender = senderO AND
sbuffer = sbufferO AND
(FORALL j: j /= i => rbuffer(j) = rbuffer0(j))) OR

(pcO = pc AND requestO = request AND answerO = TRUE AND
sbuffer(i) = TRUE AND sbuffer0(i) = FALSE AND
given = givenO AND waiting = waitingO AND sender = senderO AND
rbuffer = rbuffer0 AND
(FORALL j: j /= i => sbuffer(j) = sbuffer0(j)))

7\
The Verification Task in PVS (Contd’6) N

Wolfgang Schreiner

%
% invariant
%
Invariant(pc: [Index->PC], request: [Index -> booll,
answer: [Index -> booll],
given: Index0O, waiting: IndexO, sender: IndexO,
rbuffer: [Index -> bool], sbuffer: [Index->bool]): bool =

FORALL i:
(pc(i) = C OR sbuffer(i) = TRUE OR answer(i) = TRUE =>
given = i AND
FORALL j: j /= i =>
pc(j) /= C AND
sbuffer(j) = FALSE AND answer(j) = FALSE) AND
(pc(i) = R =>
sbuffer(i) = FALSE AND answer(i) = FALSE AND
(i /= given =>
request (i) = FALSE AND rbuffer(i) = FALSE AND sender /= i)
(i = given =>
request (i) = TRUE OR rbuffer(i)
(request (i) = FALSE OR rbuffer(i)

TRUE OR sender = i) AND
FALSE)) AND
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The Verification Task in PVS (Contd’7) 4

(pc(i) = S =>
(sbuffer(i) = TRUE OR answer(i) = TRUE =>
request (i) = FALSE AND rbuffer(i) = FALSE AND sender /= i) AND
(i /= given =>
request(i) = FALSE OR rbuffer(i) = FALSE)) AND
(pc(i) = C =>
request (i) = FALSE AND rbuffer(i) = FALSE AND sender /= i AND
sbuffer(i) = FALSE AND answer (i) = FALSE) AND
(sender = 0 AND (request(i) = TRUE OR rbuffer(i) = TRUE) =>
sbuffer(i) = FALSE AND answer(i) = FALSE) AND
(sender = i =>
(sender = given AND pc(i) = R =>

request (i) = FALSE and rbuffer(i) = FALSE) AND
(waiting /= i) AND
(pc(i) = S AND i /= given =>

request (i) = FALSE AND rbuffer(i) = FALSE) AND

(pc(i) = S AND i = given =>
request (i) = FALSE OR rbuffer(i) = FALSE)) AND
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The Verification Task in PVS (Contd’9) N

yA
% invariance proof
yA
Invl: THEOREM
Initial =>
Invariant(pc, request, answer,
given, waiting, sender, rbuffer, sbuffer)

Inv2: THEOREM
Invariant(pc, request, answer,
given, waiting, sender, rbuffer, sbuffer) AND Next =>
Invariant (pcO, requestO, answerO,
givenO, waitingO, senderO, rbufferO, sbuffer0)

END clientServer
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The Verification Task in PVS (Contd’8) 4

(waiting = i =>
given /= i AND
pc(waiting) = S AND
request(waiting) = FALSE AND rbuffer(waiting) = FALSE AND
sbuffer(waiting) = FALSE AND answer(waiting) = FALSE) AND
(sbuffer(i) = TRUE =>
answer (i) = FALSE AND request(i) = FALSE AND rbuffer(i) = FALSE)

yA
% mutual exclusion proof
yA
MutEx: THEOREM
Invariant(pc, request, answer,
given, waiting, sender, rbuffer, sbuffer) =>
NOT (pc(1) = C AND pc(2) = C)
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The Proof in PVS .E u/'

F
Proofs that the system ||_
. . . . (expand* "Invariant0") IR M : "
invariant implies the mutual \ (expand '""'T ImveTERtOT)
- b
excl%ls.lo.n propelrt.y ar.1d that Nl -
the initial condition implies i
i i (expand* "IS")
the invariant. |“ |
(assert) |—
I— (expand* "IC")
(inst-cp -1 "1") |
\ o
|_
(grind)
(inst-cp -1 "2")
|_
(assert)
\
[
(grind)
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The Proof in PVS .E{

Proof that every system transition preserves the invariant.

10 subproofs, one for each transition.

Three from client, five from server, two from communication system.
Download and investigate from course Web site.

Only with computer support, verification proofs become manageable.
Wolfgang Schreiner http://www.risc.uni-linz.ac.at 29/29



	A Bit Transmission Protocol
	A Client/Server System

